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O manpaB/sieHnu HHPpOPMALTUU

MUHUCTEPCTBO OBPA30OBAHUSA U HAYKU POCCUMCKOM
®OEJIEPAITNIU

ITMCBMO
oT 14 masa 2018 roga N2 08-1184
O mHanpaBjieHuN UHPOpMaTUU

JlenapTaMeHT TOCYAAapCTBEHHONH TOJUTHKH B cdepe obmero obpa3oBaHUsA
MunoOpHayku Poccum HampamiseT Uil CBefleHHsA paspaboTraHHble BpemeHHOI
komuccueii CoBera ®Pesnepanuu 10 pas3BUTHIO HHOOPMAIMOHHOTO OOIecTBa
METONYECKHEe PEeKOMEHJAIUAN O pas3MelleHud Ha WHQOPMAIUOHHBIX CTEH/aX,
obuIINANbHBIX  HHTEpHeT-caiTax W  JIpyrux  UHQOPMAIIMOHHBIX  pecypcax
0011e00pa30BaTeyIbHBIX OPTraHU3AlMil U OPraHOB, OCYIIECTBJISAIOIINX YIIPABJIEHUE B
chepe obpazoBanus, nHbopManuu 0 6€30IMacCHOM IOBEJEHUH U HCIIOJIb30BAHUU CETH
«IHTEpHET>.

Hupexrtop [lenapramenra
A.E. IleTpos

MeToauueckue peKOMeHJarumn
0 pa3MeleHU" Ha UTH(POPMAIMOHHBIX CTEH/IaX, O(PUITNATIBHBIX
HMHTEPHET-cafTax M APYyrux nH(OPMAITMOHHBIX pecypcax
001IIe00pa3oBaTeJIbHbIX OPraHU3auil U OPraHoB,
OCYIIECTB/IAIOINX yIIpaBjdeHnue B chepe ooOpazoBaHul,
nHpopMamuu 0 6€30IMacCHOM MOBEAEHUHU U UCIIOJIb30BaHUU CETU
«AHTEepHEeT»

IkcrepraMu M uwieHamMd BpemenHoil komwuccnn CoBera Pefepanmuu 10 Pa3sBUTHIO
MHGOPMAIIHOHHOTO 00IIeCTBa B paMKaxX BBIMIOJIHEHUS PEKOMEH 1AM apIaMEeHTCKHUX
CJIyHIAaHUU «AKTyaJIbHbIE BOIIPOCHI o0eclieueHUs 0e30MacHOCTA U Pa3BUTHUA JieTeld B
WHOOPMAIIMOHHOM MPOCTPAaHCTBE», KOTOpble mponuiu B CoBere Pejrepariuu 17 anperist
2017 T., ObUTM pa3pabOTaHbl METOAWYECKHE PEKOMEHJAIMA O pa3MeIeHUH Ha
WHQOPMAIIMOHHBIX  CTeHAAaX, OQUIHATBbHBIX  HHTEPHET-caiTax ®  JIpyTHUX
MHPOPMAIIMOHHBIX pecypcax o001meo0pa3oBaTeIbHBIX OpPraHU3aliii W OPraHoB,
OCYIIIECTBJIAIONINX yIpaBjeHne B cdepe obpazoBanus, uHpopmaruu o 6e301macHOM
MMOBEJIEHNN W WCIOJb30BaHUUM ceTH «VIHTepHeT» (masmee - MeTOAMYECKHE
PEKOMEHIAIIHNHT).

MeTroauueckue peKOMEHJAIIMU HAIlpaBJIEHbl HA KauyeCTBEHHOE TOBBINIEHHE YPOBHS
nHGOPMAIIMOHHON IeATEIPHOCTH 00Imeo0pa30oBaTeIbHBIX OPTaHU3aIldil U OpPraHOB,
OCYIIECTBJIAIONINX yIpaBiieHWe B cdepe oOpa3oBaHHsA, B YacTU WHOOPMHUPOBAHUA
yJaluxcs, UX poauTesen (3aKOHHBIX MMPEeCTaBUTEIeH) U MeJaroruyeckux pabOTHUKOB
00 OCHOBHBIX acreKTax HHQOPMAIMOHHOU 0€30ITaCHOCTH.



MeTroauueckue pPeKOMEHJAIUN TO3BOJISAT 00I1eo0pa30BaTeIbHBIM OPraHU3aAlUAM U
opraHam, OCYIIECTBJISIIOIIIUM yIIpaBjieHue B chepe 00pa3oBaHUA, AKTYaTN3UPOBATH YIKE
HCIIOJIb3yEMBIE B Pa3MellleHHbIE HHPOPMAaIlMOHHbIE MaTEPHUAJIBI, TAK U IOATOTOBUTD HX
B CJIydae UX OTCYTCTBHS C yUETOM JIYUIIIHX TPAKTUK M PEKOMEH/IAIHH.

B pamkax MeTogUUEeCKUX peKOMEH AN pacCMaTPUBAIOTCA CIIEYIOIe UHCTPYMEHTHI:
1. ”HQOPMAIMOHHBIE CTEH/bI;
2. opurrasbHble UHTEPHET-PECYPCHI;

3. cpeacraa MacCcOBOU I/IH(I)OpMaIII/II/I (HIKOJIbeIe ra3€Thl, IIeJarorndyeCkue n3janud "
ZIpYTHE).

Hudopmanuonubie creHapl Ha nHpOpManMOHHBIX CTeHAaX B 0011e00pa30BaTeIbHbIX
OpraHM3AIUAX, PACIOJIOKEHHBIX B ¢olie YUpeKJAeHUH U B KaOHWHETaX, OCHAIEHHBIX
IEpCOHAILHBIMU YCTPOHCTBAMHU JIJII BBIXOJA B ceTh «IIHTEpHET», PEKOMEH/IyeTcs
pa3MecTuTh WH(POPMAIOHHBIE IIAMATKH, COJEpIKAIlie OCHOBHBIE COBETHI II0
obecrieueHUI0 MHQOPMAITMOHHOHN 06€30IMaCHOCTH yJaIrXCs.

B mpunokernn N21 K METOAMYECKUM PEKOMEHAAIUAM IIPEICTaBIEH 00pasel] MaMATKH
JUIsA pa3MellieHus: Ha MH(GOPMAITMOHHBIX CTEH/1aX.

CpencrBa MaccoBod uH@opmanuu B cpeacrBax MaccoBodl — mHboOpMaIum,
OPUEHTHPOBAHHBIX Ha OOyJamIIuxcs, peKOMeHJyeTcsi B TeUueHHH ydeOHOro roja
PEryJIIpHO MMyOJMKOBaTh WHMOPMAIIMOHHBIE MAaTEPUAJIBI, MTOCBAIEHHBIE OTAEIbHBIM
aciektaM WHGPOPMANMOHHON 0e30IacHOCTH, a TaKXKe PA3JIMYHble HMaMITKU OOIIETO
Xapakrepa.

B cpeactBax MaccoBoi HWHGOpMANWH, OPUEHTUPOBAHHBIX Ha TNEAATOTUYECKYIO
OOIIIeCTBEHHOCTh, PEKOMEH/YeTCs B TEUEHUH KaJIEHJIADHOTO TOoAa PEryJIsIpHO
my0IMKOBaTh WH(OPMAIMOHHBIE MAaTepHUAasIbl, IMOCBAIIEHHbIE OTAEJIbHBIM aCIEKTAM
UH(POPMALMOHHOMN 0e30macHOCTH KakK HECOBEPIIIEHHOJIETHUX, TaK u
00111e00pa30BaTeIbHBIX OPTraHU3aIUi, a TakKKe Ppa3jIndHble TaMATKH, 0030phI
HOPMAaTHBHO-IIPABOBOTO PETYJIMPOBAHUSA IAHHOU cpepbl 1 HHGOPMAIIHUIO O AKTYaJIbHBIX
MEPOIIPUATHUAX U COOBITUSIX B JAHHOU cdepe.

B xonme mnpoBenenus EguHoro ypoka mo 6e3omacHoctTn B ceTu  «IIHTepHET»
peKoMeHIyeTcsI 00eCIeYUTh BBIMYCK TEMAaTHUECKOTO BBIMyCKA CPEACTBA MacCOBOU
nadopmanuu 1ub0 cepuu MmyOIUKAIIUY, CPEIU KOTOPBIX PACCMOTPETh OPraHU30BaHHBIE
MEPOTIPUATUS JJIs OOydJalolMXCsl, WX PpOJAUTENed (3aKOHHBIX IPEACTAaBUTENEN) U
IeJaroruyeckoy OOIIeCTBEHHOCTH.

Odunnanbablie HNHuTepHeT-pecypcesl O061m1e06pazoBaTeIbHBIM OpraHu3anuAaAM
pEeKOMeHyeTcA Ha  CBOMX OduIUanbHBIX  VHTEepHeT-pecypcax  00ecleduTh
(pyHKIIMOHUPOBAHHWE  CAMOCTOSITEJIbHOTO U CHEIUAJIU3UPOBAHHOTO  paszei
«HpOopManimoHHass 6€30IaCHOCTh», B PAMKax KOTOPOTO IIPEAYCMOTPETh Pa3MelleHue
cenyroler nagopmauu:

®opmat
Ne Pa3znen/moapasnen NnpeacTaBJIeHUsA Conep:xaHue MaTepuajioB
MaTepHuaJIoB




JlokanbHBIE
HOpPMAaTUBHBIC aKThl B
chepe
UH(POPMALIMOHHOM
0€e301acHOCTH
00yJaIIHIOITUXCS

obecneuennst Komnu JAOKYMCHTOB

B ¢hopmare *PDF

PasmMerniarorcst KoMy JOKYMEHTOB, T.€.
CKaHMPOBAHHBIM BapUaHT JOKYMEHTa,
COOTBETCTBYIOIMA  TpeOOBaHHSIM K
napaMmeTpam CKaHHPOBAHUSI.
Pasmerniatorcst JIOKYMEHTHI,
periIaMeHTHPYIOIUE OpPraHU3aLUI0 H
paboTy ¢ TEepCOHATBHBIMHU JTAHHBIMH,
TUTAaHBI MEPONPUATHH 10 00ecreueHUI0
uH()OpMaAITMOHHON 0€301acHOCTH
00yyJaromuxcs u Apyrue.

HopmatusHoe
peryJiupoBaHue

Konuu
JIOKyMEHTOB B
dbopmare *PDF

[Ty0auKyroTCsl aKTyallbHblE CBEACHUS
00 (denepanbHBIX W PETHOHATBHBIX
3aKOHaX, MHUChMax OPraHOB BIIACTH H
Ipyrue HOpPMaTHUBHO-IIPABOBBIE
JIOKYMEHTHI, perJaMeHTHpYIOIINe
obecrnieueHue UH(pOpMaLMOHHON
0€30MacHOCTH HECOBEPIICHHOJIETHUX.
Honyckaercs BMECTO KO
pa3Meniarhb TUIEPCChUIKA Ha
COOTBCTCTBYIOIIHE JAOKYMCHTBIL Ha
caiiTax OpraHoB TrOCYJapCTBEHHOM
BJIACTH.

Ilemarormueckum
paboTHHKaM

TekcT Ha cTpaHuIEe
caiita Kommuu
JIOKyMEHTOB B
¢dopmare *PDF

Pazmemarorcs
PEKOMEH/Ialluu u
uHpopmauus 0
MPOEKTaX u
HaIlpaBJIEHHBIX MMOBBIIICHHE
UH(pOpMaAITMOHHOM rPaMOTHOCTH
MeAarorn4eckux paboTHUKOB.

METOINYECKUE
YKa3bIBAETCS
MEPONPHUATHSIX,
nporpammax,
Ha

OO6yuaromumcst

Tekcr Ha cTpaHule
caiita

Pasmemaercs nH(pOpMalMOHHAS
namsatka  (mpuioxenue Ne2) wu
YKa3bIBAETCs uHpopmanus 0
MEPOIPUATHSIX, MIPOEKTax u
IporpaMMax,  HalpaBlI€HHBIX  Ha
MOBBILICHHE nH(OpMaOHHON
IpaMOTHOCTH 00YYaIOLIUXCS.

Poputensm (3aKkOHHBIM

TekcT Ha CTpaHUIC

Pa3smemaercs nH(pOpMaIMOHHAS

MIPEJICTaBUTEIISIM .
bex ) caira namsTka (npunoxenue Ne3).
00yJaroImxcst
Pazmemaercs nHpopManus 0
PEKOMEHyeMbIX K HCIOJIb30BAHUIO B
Herckue Oe3omacHble | Tekcrt Ha cTpaHHIe
9 . yueOHOM  mporecce  0e30IMacHbIX
caiThbI caifta N
cairax, OaHHEpHI 0e301acHbIX

JETCKUX CalTOB.




OpranaMm, OCyIIecTBJAIOIINM yIpaBjeHUe B chepe oOpa3oBaHUs, PeKOMEHAyeTcs Ha
cBoux oduuanpbHbIXx  VHTEpHeT-pecypcax  obecreduTh  (PYHKIIMOHUPOBAHUE
CaMOCTOSITEJIBHOTO U CHENUAJIU3UPOBAHHOTO  paszen «ndopmanmonHas
0e30MmacHOCTb», B paMKaxX KOTOPOTO IIPeAyCMOTPETh pa3MelleHne CeAyIoIei
nHOpMaINH:

IIpunoxenue N21

ITamaTka
I o0yuaromuxcsa 00 nHGOPMAIIMOHHOU 0€30IIaCHOCTH JIeTeH

HEJIb34

1. Bcem moapsza coobmaTe CBOIO YacTHyI mHMopmaruio (HacTosmye uMs, ¢haMUIIHIo,
TesiepoH, azpec, HOMEP IIKOJIbI, a Tak:Ke poTorpaduu CBOU, CBOEH CEMbHU U JIPY3eH);

2. OTKpBIBaTh BI0KEHHBIE (PailyIbl 3JIEKTPOHHOU MTOYTHI, KOT/|a He 3Haelllb OTIIPABUTEIA;
3. I'pybuts, npuampaThes, OKa3bIBaTh JaBJIEHNE — BECTU ce0s1 HEBEXKJIMBO U arPECCUBHO;

4. He pacnopsokaiics geHbraMu TBOeW ceMbu 0e3 paspellleHHs CTapIIux - Bcerjaa
CIIpaIIuBail poINTEJIEN;

5. He Bcrpeuaiicss ¢ VHTepHET-3HAKOMBIMU B PEAJIbHOU KU3HHU - IIOCOBETYMCA CO
B3POCJIBIM, KOTOPOMY /I0BEPS€IIb.

OCTOPOKHO

1. He Bce mumyt npaay. Yutaems o cebe HelpaBay B VIHTepHEeTe — co00IIM 00 3TOM
CBOUM POJTUTEJISIM WJIA OTIEKyHaAM;

2. [TpurnamaroT NepenuChBaThCsl, UTPATh, 0OMEHUBATHCSA - IIPOBEPH, HET JIU TMO/[BOXA;
3. HezakonHoe konupoBanue ¢aiyioB B IHTepHETE - BOPOBCTBO;
4. Becerma pacckasbiBaii B3pOcJIbIM O ITpobJieMax B CETH - OHU Beer/ia IOMOTYT;

5. Wcnonp3yit HACTpOUKHM 0€30MacHOCTA W MPUBATHOCTH, YTOOBI HE IOTEPATH CBOU
aKKaYHTBI B COTICETSX U JIPYTUX IMOPTAIaX.

MOXKHO

1. YBakall IpyTrux noIb30BaTesieil;

2. [Tosp3yerbesi IHTEPHET-UCTOYHUKOM - JieJIall CChUIKY Ha HETO;
3. OTKpBIBa# TOJIBKO T€ CCHLJIKU, B KOTOPHIX YBEPEH;

4. O0IIaThCA 3a MMOMOIIBIO B3POC/IBIM - POJUTEIH, ONIEKYHBI U aJIMUHUCTPAIUs CAaliTOB
BCer/ia IIOMOTYT;

5. Ilpoiimm oOyueHue Ha calte «CeTeBUUOK» €W TIOJYy9Hd MACIOPT ITU(MPOBOTO
rpakiaHnHa!l

[Ipunoxxkenue NQ 2



HNuadbopmManmnoHHaA MaMATKA /IS O0yYaIONNXCS /IS pa3sMelleHUsA
Ha opunuaabHbIX UHTEpHET-pecypcax

C KaKIbIM TOZIOM MOJIO/IEXKU B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIIKOJIbHUKHU OJTHU U3
caMbIX aKTUBHBIX IT0JIb30BaTesiell PyHera. Mexy TeM, IOMHMO OTPOMHOTO KOJIMYECTBa
BO3MOKHOCTEH, MHTEDHET HeceT W IpoOJieMbl. DTa IaMATKA JOJ’KHA IIOMOYb Tebe
0e30IMacHO HaXOAUTHCA B CETH.

KomnbroTepHble BUPYCHI

KoMmmplOTepHBIF  BUpPYyC - OTO PAa3HOBUAHOCTh KOMIIBIOTEPHBIX ITPOTPAMM,
OTJIMYUTETLHOU OCOOEHHOCTHI0O KOTOPOM ABJISIETCA CHOCOOHOCTh K pPa3MHOXKeHHI0. B
JOTIOJITHEHUE K 3TOMY, BHUPYChI MOTYT TOBPEAUTH WJIM IIOJHOCTHIO YHHUUTOXKUTH BCE
daitiel ¥ JaHHBIE, MOAKOHTPOJIbHBIE II0JIH30BATEN0, OT HMMEHH KOTOpPOro ObLia
3amyleHa 3apak€éHHas IporpaMMa, a TakiKe IOBDEAUTh HIN Jake YHUUYTOMKUTD
OIIEpAlIIOHHYI0 CHUCTEMY CO BceMHU (QaiijlaMu B I[eJIOM. B OOJIBIIMHCTBE CJIy4aeB
PaCIpOCTPAHSIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTtopp! 3alIUTHI OT BPEAOHOCHBIX IPOTPaMM:

1. Mcionb3yil coBpeMeHHBIE OIlepallMOHHBbIE CHCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPELOHOCHBIX ITPOTrPaMM;

2. [TocrosgHHO ycraHaBiuBai mavt (U@POBBIE 3AIUIATKHA, KOTOPBHIE aBTOMATHYECKH
yCTaHABJIMBAIOTCA C IIeJIBI0 JIOPAaOTKH IIPOrpaMMBbI) W JApyrHe OOHOBJIEHHUs CBOEH
omeparuoHHOU cucteMbl. CKauynBal UX TOJBKO € OQUIMATBLHOTO caiiTa pa3paboTymka
OC. Ecsu cyiiecTByeT peskKUM aBTOMATHYECKOTO OOHOBJIEHUS, BKJIIOYH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEpE IO/l ITPAaBaMU II0JIb30BATENIsA, 2 HE a/IMUHUCTPATOPA.
ITO He MO3BOJIUT OOJBIINHCTBY BPEIOHOCHBIX ITPOTPaMM MHCTAJUIMPOBATHCS HA TBOEM
IIEPCOHATLHOM KOMIIBIOTEPE;

4. lcnonb3y¥t aHTUBUPYCHBIE TPOTPAMMHBIE IMPOIYKTHI U3BECTHBIX MTPOU3BOIUTEJIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NIECKUU JOCTYI K KOMIIBIOTEPY /IJIs1 IOCTOPOHHUX JIUII;

6. Vcriosip3yli BHeIlIHMEe HOcUTeIu NHOpMAaINH, Takue Kak ¢Jienika, JucK 1in ¢aiia u3s
WHTEpPHETA, TOJbKO 13 IPpO¢epeHHbIX NCTOYHUKOB;

7. He oTKpBIBail KOMObIOTEpHBIE (ailbl, MOJyYeHHbIe U3 HEHAEKHBIX UCTOYHUKOB.
Haxxe Te (aiiyibl, KOTOpPbIE IPUCIAT TBOM 3HAKOMBIH. JIyullle yTOUHU y HEro, OTIIPABJISI
JIN OH Tebe ux.

Cetu WI-FI

Wi-Fi - 3T0 He BUJI Iepeiavu JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIIh OpeH 1, Mapka. Eie
B 1991 ToAy HUJepJaH/AcKasd KoMIaHus 3aperucrpupoBasia obpenz, « WECA», uro
oboszHauaso cimoBocouetanue «Wireless Fidelity», koropsiii mnepeBojguTcs Kak
«becrpoBOHAS TOYHOCTD».

Jlo Hamlero BpeMeHM Jlolia Zpyras abOpeBuaTtypa, KOTOpas sBJAETCSA TaKOHM Ke
TexHoJsioruei. Ito abbpeBuatypa «Wi-Fi». Takoe HazBaHHe OBLIO JJaHO ¢ HAMEKOM Ha
CTaH/IApT BbICIIMEI 3ByKoBOH TexHUKU Hi-Fi, yTo B mepeBojie O3HAuYaeT «BBICOKAS
TOYHOCTb».



Jla, GecriaTHBI UHTEPHET-IOCTYI B Kade, OTeJIsIX U a3pONOPTaX SABJISAETCA OTIUYHOU
BO3MOXXKHOCTBHIO BBIXOZIa B UHTepHeT. HO MHOTHE BKCHEPThl CUHUTAOT, YTO
obmeoctynubie Wi-Fi cetn He sABIAIOTCA 6€30MaCHBIMU.

CoBetbl 10 6e3011acCHOCTH paboTe B 0OIIEAOCTYIHBIX ceTsax Wi-fi:

1. He mepepaBaii cBowo JUYHYI HWHMoOpManuioo depe3 obmenoctymHable Wi-Fi ceru.
PaboTasi B HUX, 7KeJIaTeJIbHO He BBOJIUTH MAPOJIU J0CTYIIa, JIOTHHBI U KaKHe-TO HOMepa;

2. Mcnosp3yit 1 0OOHOBJISIH aHTUBUPYCHBIE IIPOTPaMMBbI U OpaHiMayep. TeM caMbIM ThI
obe3ormacuiib cebsi OT 3aKauyKH BHPYyca Ha TBOE YCTPOUCTRBO;

3. IIpu ucnonb3oBanuu Wi-Fi otxmoun ¢yHknuoo «OOmuid moctyn k daitiam u
npuHTepam». JlaHHasg QYHKIUA 3aKphiTa IO YMOJYAHUIO, OJHAKO HEKOTOPhIE
MI0JIb30BATEIN aKTUBUPYIOT €€ /1 y/I00CTBa UCIIOJIb30BAHUSA B paboTe Win yueoe;

4. He ucronp3yit mybsmmunbidi WI-FI g1 miepesiaum JIMYHBIX TAaHHBIX, HAIPUMED JJIsSI
BBIXO/Ia B COIJUAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO I10UTY;

5. Wnosnp3y# TosibKO 3amuiiieHHoe coequHeHue dyepe3 HTTPS, a ne HTTP, T.e. npu
Habope BeO-aapeca BBoU UMeHHO «https://»;

6. B wmo6wibHOM Tenedone otrmoun ¢yHrnuio «Ilogkmouenne k- Wi-Fi
aBromMarnuecku». He mormyckail aBTOMaTUUECKOTO MOJKIIOYEHUS YCTPOMCTBA K CETAM
Wi-Fi Ge3 TBoero coryacus.

ConuajibHbIE CETH

ConmanpHble CETH AKTUBHO BXO/IAT B HAIITY KU3Hb, MHOTHE JIIO/TA pAOOTAIOT U JKUBYT TaM
oCTOSTHHO, a B Facebook y»ke 3aperucrpupoBaH MWJLTHAD]T YEJIOBEK, YTO SBJISETCS
OTHOUM CceabMOU BCeX KUTesed IulaHeThl. MHOTHE I0JIb30BaTe I HE MOHUMAIOT, UTO
nHdopmanus, pasMelleHHass WMHU B COIMAIBHBIX CETAX, MOXKET ObITh HalJleHa u
HCIIOJIb30BaHa KEM YTO/IHO, B TOM YHcJyle He 0053aTeIbHO ¢ 0J1ariMu HaMepeHUsAMU.

OCHOBHBIE COBETHI 110 O€30ITaCHOCTH B COIIMAJIbHBIX CETAX:

1. OrpaHuYb CHHCOK JIpy3ed. Y Tebs B JIpy3bAX HE JOJIDKHO OBITh CIIyYaWHBIX U
HE3HAKOMBIX JIIOJEH;

2. 3amuinai CBOIO YacTHYIO *ku3Hb. He ykaspiBail maposiu, TesedoHbl, aapeca, AaTy
TBOErO POXKJEHUS U [APYIyI0 JHUYHYy0 HWHQOpManuio. 3JIOYMBIIUIEHHUKU MOTYT
HCIIOJIH30BaTh Jlaske WHGOPMAIIUI0 O TOM, KaK Thl M TBOU POAUTENU IUIAHUPYETE
MPOBECTU KAHUKYJIbI;

3. 3amnuInai cBoO PeIyTanulo - IEPKHU ee B UHCTOTE U 3a7jaBail cebe BOIPOC: XOTeJT ObI
TBI, UTOOBI APYTHE II0JIb30BATEIN BUJIEJIH, UTO THI 3arpyskaenib? [logymai, mpexie 4eM
YTO-TO OIyOJIMKOBATh, HAITUCATh U 3aTPY3HUTh;

4. Ecoii ThI TOBOPHIIIB C JIIO/IBMU, KOTOPBIX HE 3HAEIb, HE UCIIOJIb3YH CBOE peasibHOEe UM
U IPYTYIO JINUHYI0 MHOPMAIIMH: UMsI, MECTO KUTEJILCTBA, MECTO yUeObl U ITPOYeE;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, T/Ie T N300pakeH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPE/IEIUTh TBOE MECTOIO0JIOKEHUE;

6. HpI/I PErucTpanu B COHHaJIbHOfI CeTHu HeO6XOﬂHMO HCITIOJIb30BaThb C/JIOKHbBIE ITapPOJIH,
COCTOAIIIME U3 6}7KB nu I.II/I(I)p 1 C KOJIMYECTBOM 3HAKOB HE MEHeEe 8;



7. IJIs1 coruasibHOM CETH, TTOUTHI U JIPYTHUX CAUTOB HEOOXOMMO HCIIOJIb30BaTh Pa3HbIE
maposiu. Torga ecyim Tebs B3JIOMAOT, TO 3JI0YMBINIEHHUKH TIOJIYYaT JIOCTYH TOJIBKO K
OTHOMY MECTY, a HE BO BCe Cpasy.

DJIeKTPOHHBIE J€HbIU

OIeKTPOHHBIE JIEHBI'M — 3TO OUEHb yJIOOHBIN Crocob IjIaTekei, OHAKO CYIIEeCTBYIOT
MOITIIEHHUKH, KOTOPBIE XOTAT MOJIyYUTh 3TH JEHBTH.

SJ'IGKTpOHHbIe A€HbI'l IIOABUJIMCb COBCEM HE€JAaBHO M MMEHHO H3-3a 3TOI'O BO MHOI'MX
TOCyaapCTBax A0 CHUX IIOP HE IIPOITMCAHO IIPO HUX B 3aKOHAX.

B Poccuu 2xe oHu GYHKIIMOHUPYIOT U O HUX Y’Ke IIPOIIMCAHO B 3aKOHE, I7e UX Pa3IeIsaioT
Ha HECKOJIBKO BH0OB - aHOHUMHBIE U He aHOHUMHBIE. PasHUIIa B TOM, YTO aHOHUMHBIE -
9TO Te, B KOTOPBIX paspelraercs IMPOBOJUTH oOlepanuu 0e3 uaAeHTUGUKAIUN
II0JIb30BaTe/IA, a B HEAHOHUMHBIX WAeHTU(GUKAIMN II0JIb30BaTe/sA  SIBJISETCS
00s13aTeJIbHOM.

Takoke ciefyeT pasjinyarh 3J€KTPOHHBbIE (puaTHbBIE eHbI'H (PaBHBI rOCy/IapCTBEHHBIM
BaJIIOTaM) U 5JIEKTPOHHBIE HepUaTHBIE IeHbIU (He paBHBI TOCYIaPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 110 O€30MacHON paboTe ¢ 3JIEKTPOHHBIMH JIEeHbIaMH:

1. [IpuBsku K cuery MOOWIBHBIN TeslepoH. DTO caMblil yIOOHBIN U OBICTPBIA CIIOCOO
BOCCTAHOBUTH JIOCTYII K cueTy. [IpuBs3aHHbIN TesieOH MOMOKET, eCTu 3a0yelb CBOM
IJIaTEXHBIN TapOJIb UJIN 3aUi/ielllb Ha CAaWT ¢ HE3HAKOMOTO YCTPOUCTBA;

2. Vcrionb3yii omHOpa3oBble mapostu. [locse mepexoia Ha yCUIJIEHHYIO aBTOPU3AIIHIO Tehe
y>Ke He OyZieT yrposKaTh OTIACHOCTh KPaXKU WJTH MepexBaTa IJIaTeKHOTO apoJis;

3. Beibepu cioxkHBIA maposib. IlpecTymHUKaM OyZeT He MPOCTO YrafaTh CJIOXKHBIN
naposib. HazeskHble maposii — 3TO IapoJiv, KOTOpbIe COZep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0sI CTPOUHBIE U TPOTHCHBIE OYKBBI, TGPl U HECKOJIHBKO CUMBOJIOB, TAKHE
KaK 3HaK JIoJ1apa, PyHTa, BOCKIUIATeIbHBIN 3HaK U T.I. Hanpumep, StROng!;;

4. He BBOAY cBOU JINUHBIE TaHHBIE HA CAaliTaX, KOTOPHIM He JJ0Bepsellb.
AJIeKTPOHHAA IIOHTA

DeKTPOHHASA ITOYTA — JTO TEXHOJIOTUSA U IPe0CTaBJIsIeEMbIE €10 YCIIYTH MO IepechlIKe U
MIOJIyYeHUIO0 3JIEKTPOHHBIX COODOIIEHUM, KOTOpble pacHpefiesifioTcd B KOMIIBIOTEPHOM
cetu. OOBIUHO 5JIEKTPOHHBIA IIOYTOBBIA SAIIUK BBIVIAIUT CJIEAYIONAM 00pa3oM:
UMsI_TI0JTh30BaTEIIsI@UMS_JIoMeHa. Takike KpoMme Iepeladil MPOCTOTO TEKCTA, HMEeTC s
BO3MOXKHOCTB Tepe/IaBaTh pauIbl.

OCHOBHBI€E COBETHI 110 O€30IMacHON paboTe C BJIEKTPOHHOU MOUYTOM:

1. Hazo BbIOpaTh mpaBUIbHBIA IOUYTOBBIN cepBuc. B UHTEpHETE eCTh OIPOMHBIN BHIOOD
OecryIaTHBIX TMOYTOBBIX CEPBHCOB, OJIHAKO JIyUIlle JIOBEPSATHh T€M, KOTO 3HAEIIb W KTO
IePBbII B PEUTHHTE;

2. He yka3piBail B IUYHOU moute JIMIHY0 nHpopmaruw. Hampumep, ydiie BpIOpaTh
«MY3bIKaJIbHBIN__(paHAT@» WU «pOK2013» BMecTO «TeMal3»;

3. Mcronp3yl IByXaTAITHYI0 aBTOPU3AIHI0. DTO KOT/Ia IOMHMO I1apoJisi HYy>KHO BBOJUTH
KO/I, TpHUchLIaeMbli 110 SMS;



4. Bpibepu CJIOKHBIN Maposib. [ KakAOTO MOYTOBOTO SAITUKA JIOJDKEH OBITH CBOU
Ha/IEXKHBIH, YCTOMYUBBIN K B3JIOMY IApOJIb;

5. Ecsii ecTh BOBMOKHOCTH HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HUCIIOJIB3YH 3TY
BO3MO>KHOCTb;

6. Vcrosnb3yil HECKOJIBKO IOYTOBBIX SAINIUKOB. [lepBBIM Aj11 YAaCTHON MEPENUCKU C
azpecaTaMu, KOTOPBIM ThI JIOBEPSEIIb. ITO BJIEKTPOHHBIHN ajjpec He HaJ[0 UCIOJIb30BaATh
IIpU perucrpanuu Ha Gpopymax U cauTax;

7. He oTkpBIBal (hatiyIbl ¥ IPYTHE BJIOKEHHUS B IUChMAaX JIaYKe €CJTM OHU ITPUIILTH OT TBOUX
npy3sei. JIydiie yTOUHU y HUX, OTIIPABJISJIN JIU OHU Tebe 5TH DauIbl;

8. [Tocsie okoHUAaHUS PAOOTHI HA IOYTOBOM CEPBUCE TTEPE]] 3aKPHITHEM BKJIAJIKU C CAUTOM
He 3a0y/[b Ha’KaTbh HA « BEIATH ».

Ku6epOy utiHT Wiin BUPTYaJIbHOE U3/IEBATETCTBO

KubepOy/UIMHT — TMIpecjieJIoBaHUE COOOINEHUSIMH, COAEPIKAIIMMH OCKOpOJIeHus,
arpeccuro, 3allyTHBaHKe; XYJIUTAHCTBO; COIMAJIbHOE OOHKOTHPOBAaHUE C IIOMOIIIBIO
Pa3JINYHBIX UHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 10 OOPBOE ¢ KNOEPOYJUTHHTOM:

1. He 6pocaiicst B 60#. JIydImuii crioco0: MocoBETOBATHCS KaK ce0s1 BECTH U, ECJTU HET TOTO,
K KOMY MOJKHO OOpAaTUTBhCS, TO BHaYajie YCIIOKOUThCA. ECJIM ThI HayHEIb OTBEYaTh
OCKOPOJIEHUSIMH Ha OCKOPOJIEHH S, TO TOJIBKO ellle OOJIbIIe Pa30skKIKellb KOHDIINKT;

2. Yrpasisai cBoel KubepperyTaruen;

3. AHOHUMHOCTh B CE€TH MHHUMAas. CymeCTBYIOT CIIOCOOBI BBIACHUTH, KTO CTOUT 3a
AHOHHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyJINTAaHCKUU 00pa3 BUPTYaJIbHOM KU3HU. IHTEepHET (PUKCUDYeET Bce
TBOU JIEUCTBUS U COXPAHAET UX. YIAJIUTD UX OyZleT KpaliHe 3aTpy/IHUTEJIHHO;

5. Cobutio/1a11 CBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

6. IrHopupy#i ennHUYHBIN HeraTuB. OZHOPa30BbIe OCKOPOUTETBHBIE COOOIIIEHUS JTYUIIIE
urHopupoBaTbh. OOBIYHO arpeccus MpeKpalaeTcsa Ha Ha4aJIbHOHU CTaiuy;

7. ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUAMU, B COITUATBHBIX
CeTAX eCTh BO3MOXKHOCTh OJIOKMPOBKU OTIIPABKU COOOIIEHUH C OIpe/leJIEHHBIX a/IPECOB;

8. Ecim 1Bl cBuzerenb kKubepOysuinmHra. TBom JAelcTBUA: BBICTYIIUTh IIPOTUB
mpecjie/ioBaTesis, MOKa3aTh €My, 4YTO €ro JeWCTBUS OIeHHBAIOTCA HEraTUBHO,
MO/IEPIKATH JKEPTBY, KOTOPOH HY’KHA IICUXOJOTUYECKAS IIOMOIIb, COOOITUTH B3POCIBIM
0 (pakTe arpeccHBHOTO IOBEJIEHUSA B CETH.

MobupHBIH TeedoH

CoBpemeHHble cMapT¢OHBI U IUIAHIIETHI cOZep:KaT B cebe BIIOJIHE B3POCJIBIN
(QyHKIIMOHAJI, U Tellepb OHU MOTYT KOHKYPHUPOBATh CO CTAIlTMOHAPHBIMU KOMIIBIOTEPAMH.
OnHaKo, CpeCTB 3aIUTHI JJIs1 IIOJIOOHBIX YCTPOHCTB IT0Ka OUeHb Masio. TecTupoBaHue U
TOUCK YSI3BUMOCTEN B HUX IIPOUCXO/IUT He TaK MHTEHCUBHO, Kak Juid IIK, To ke camoe
KacaeTcss U MOOWJIBHBIX PUJIOKEHU .



CoBpeMeHHbIE MOOMJIBHBIE Opay3ephl y:Ke MPaKTUUECKH JOTHAIN HAaCTOJIbHbIE aHAJIOTH,
OTHAKO pacirupeHne (pyHKIMOHAIA BeUYeT 3a cOO0U OOJIBIIYIO CIOKHOCTh M MEHBIITYIO
3alUIIEHHOCTb.

Jlajieko He BCe IMTPOUW3BOJINTEIH BBITYCKAIOT 0OHOBJIEHUS, 3aKPhIBAIOIINE KPUTUIECKIE
YSA3BUMOCTH JIJIST CBOUX YCTPOKCTB.

OcHOBHBIE COBETHI /11 6€301MacHOCTH MOOMJIBHOTO TesiepoHa:

1. Huuero He siB/IsieTCSA MO-HaCTOAIEMyY OecIiaTHBIM. By/ib ocToposkeH, Beib Korja Tede
TpejiaraloT OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILJIaTHHIE
yCiIyruy;

2. Jlyma#i, mpexxjie uemM otapaButh SMS, doTto miu Buaeo. Thl TOUHO 3HAEID, TJ/I€ OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo1Mo 0OHOBJIATH ONIEPAIIMOHHYIO CUCTEMY TBOErO cMapT(OoHa;
4. Vlcrionb3yit aHTUBUPYCHBIE TPOTPAMMBI JJ1sI MOOMJIBHBIX TeIe(OHOB;

5. He 3arpy>1<a1>’1 IIPUWJIOXKEHUA OT HEM3BECTHOTO UCTOYHHKA, B€Ib OHU MOTYT COAEPXKAaTh
BpE€AOHOCHOE IIpOrpaMMHO€E O6€CH€LI€HI/I€;

6. ITocsie TOrO Kak ThI BBIMJIENIH C CaliTa, IJl€ BBOAWI JIMUHYIO MH(pOpMAIUIO, 31U B
HaCTPOUKHM Opaysepa M yjaiu cookies;

7. Ilepmoaruecku IpoBepsAN KaKue IJIaTHbIe YCIIyTU aKTUBUPOBAHBI HA TBOEM HOMEDPE;

8. JlaBaii cBoli HOMep MOOWJIBHOTO TesjedoHa TOJIBKO JIIOJISIM, KOTOPBIX Thl 3HAEIIh U
KOMY JIOBEPSIEIIIb;

9. Bluetooth gomkeH OBITH BBIKJIFOYEH, KOTZa ThI UM He IOJIb3yellnbcsa. He 3a0bIBaid
WHOT/IA TIPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHble OHJIAUH-UTPBl - 5TO KpPACOYHbIE, 3axBaThIBAIOIINE pa3BJIeueHus],
00'beUHSIONINE COTHU THICSY YEJIOBEK IO BceMy MUpPY. VITPOKU HCCIIEAYIOT TaHHBIA UM
MHP, OOIIAIOTCSA APYT C APYTOM, BBITIOJHSIOT 33J]JaHUsA, CPAKAIOTCA C MOHCTPAMU U
MOJIyJalOT OMbBIT. 3a YJOBOJILCTBUE OHU IUIATAT: IOKYHAIOT JUCK, OIUIaYUBAIOT
a0OHEMEHT WJIU IMTPUOOPETAI0T KAKUe-TO OIIHH.

Bce oTtu cpezcrtBa uAyT Ha IOAJEp)KaHME M pa3BUTHE UIPhI, a TAKKe HA caMmy
0e30IMacHOCTh: COBEPIIEHCTBYIOTCS CUCTEMBI aBTOPHU3AIHH, BBIITYCKAIOTCS HOBBIE TTATUYH
(1mudpoBbIe 3aIUIaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX Urpax CTOHT OIlaCaTbCA HE CTOJIBKO CBOUX COII€EpHHKOB, CKOJIBKO Kpa*Ku
TBOET0 I1ap0JId, Ha KOTOPOM OCHOBaHaA CUCTEMA aBTOpHU3alln 0OJIBIINHCTBA urp.

OCHOBHBI€E COBETHI 110 6HE30IIACHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Ecstu pyroii urpok BezieT cebs1 II0X0 UK cO3/aeT Tebe HeMPUATHOCTH, 3a0JI0KUPYU
€ro B CIICKe UTPOKOB;

2. Ilokasyiica aAMUHUCTpATOpaM WrPbl Ha IUJIOXO€ IIOBEJIEHUE 5TOr0 UTPOKa,
JKeJIaTesJIbHO NMPUJIOKUTh KaKHe-TO JI0Ka3aTeIbCTBA B BU/IE CKPUHOB;



3. He ykasbiBaii inuHyo nHpopMaIuio B npodaiisie Urpsi;
4. YBaXkall IpyTUX y4aCTHUKOB I10 UTDE;

5. He ycranaBinBai HeouIiuagbHbIE TATYU U MOJIBI;

6. cnosib3yli cj10:KHBIE U PAa3HbIE TAPOJIH;

7. Jlaxke BO BpeMs WUTpHI HE CTOUT OTK/IIOYATh aHTUBHUPYC. Iloka ThI Urpaelb, TBOU
KOMIBIOTEP MOTYT 3aPa3UTh.

QOUIIUHT WX KpaXa JIMYHbIX JaHHbIX

OOBIYHOMI Kpa}Keﬁ AC€HET U JOKYMEHTOB CE€rogHd YK€ HHKOIo H€ yAWBHIIIb, HO C
Pa3BUTHUEM I/IHTepHeT-TeXHOIIOI‘I/Iﬁ 3JIOYMBINIVIEHHUKHU IIEPEMECTHJIMCh B UHTCPDHET, U
IIPpOAOJIZKAIOT 3aHNMATbCA «JIFOOMMBIM » JAeJIOM.

Tax mosiBUIach HOBasl yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WU (DUIITUHT, TJIaBHAS 1I€JTb
KOTOPOTO COCTOUT B TOJYyYEHUH KOHOUAEHIHMAJIbHBIX JaHHBIX II0JIb30BAaTeIel —
JIOTUHOB U napoJiei. Ha aaruiickom s3bike phishing yurtaercs kak ¢umuHr (ot fishing
— pbIOHas JI0BJIsA, password — 1apoJib).

OcHOBHBIE COBETHI 10 OOPBOE ¢ GUIIITHTOM:

1. Ciremn 3a CBOMM aKKayHTOM. Eciu ThI 1O/J03peBaelllb, YTO TBOs aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIUTh afIMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Mcmosip3yii 6e301acHble BeO-CaliThl, B TOM YKCJIE, HHTEPHET-Mara3uHOB U MIOUCKOBBIX
CHCTEM;

3. Mcnomnp3yii c10:kHbIE U pa3Hble maposu. Takum 06pa3oM, ecyiu Tebs B3JIOMAIOT, TO
3JIOYMBINIJIEHHUKY TIOJIyYaT JIOCTYII TOJIBKO K OTHOMY TBOEMY IPO(IUIIIO B CETH, a HE KO
BCEM;

4. Ecitu Te0s1 B31OMasu, TO He0OXOAUMO IIPETyIIPEINTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
7100aByIeHBI y TEOS B APY3bIX, O TOM, UTO TeOsI B3JIOMAJIN M, BO3SMOKHO, OT TBOETO UMEHH
OyzeT pacchLIaThCs ClIaM U CChIKM Ha (DUIITMHTOBBIE CANTHI;

5. YcraHoBH HajieskHbIN 11apostb (PIN) Ha MOOMIBHBIHN TeledOH;
6. OTKIIOYU cCOXpaHEHUE MapoJis B Opays3epe;

7. He oTkpbIBall (hatiyibl ¥ IPYTHE BJIOKEHUS B TUChMAaX JIayKe €CJTM OHU IMPUIILTH OT TBOUX
npyse. JIydiiie yTOUHU y HUX, OTIIPABJISJIN JIU OHU TeOe 5TU (aitibl.

[Mudposas penyranus

[{udpoBas pernyranus - 3TO HETATUBHAs WIN MO3UTHUBHAas WHQoOpMaIys B ceTu o Tebe.
Kommpomerupyomasa uHopmanus pas3MelleHHas B HHTEPHETE MOXKET CEepPhe3HbIM
00pa3oM OTpPA3UTHCSA Ha TBOEH peayibHOU Ku3HU. «I[mdpoBas pemyranusa» - 3TO TBOU
UMUK, KOTOPBIU (popmupyeTtcs u3 nHdopMmanuu o Tebe B UHTEPHETE.

TBOe MeCTO KUTEIbCTBA, yueObl, TBOe GMHAHCOBOE II0JI0KeHNe, 0COOEHHOCTU XapaKTepa
1 pacckasbl 0 OJIM3KHUX - BCe 3TO HaKaIlJINBaeTcsA B CETH.



MHorue IoAPOCTKHU JIETKOMBICJIEHHO OTHOCATCSA K ITyOJIMKAIUY JIMYHOH HHGOPMAIIUH B
HHTEepHEeTe, HE TIOHUMAs BO3MOXKHBIX ITOC/IEACTBUH. ThI /laske He CMOXKEIb I0TaZlaThCs
0 ToM, uTo pororpadusi, pa3MelleHHas 5 JIeT Ha3ajl, CTajia IPUYNHON 0TKa3a MPUHSITh
Tebs1 Ha paboTy.

KomMmeHnTapuu, pasmelneHue TBoux ¢ortorpaduili U Apyrue JeUCTBHS MOTYT He
HCYE3HYTh JlaXKe TOCcJIe TOTO, KaK Thl UX YAAIUIIb. Thl HE 3Haellb, KTO COXPAHUJ BTy
nHGOPMAIIHIO, IT0I1aJIa JIU OHA B IIOUCKOBBIE CUCTEMBI U COXPAHUJIACH JIM OHA, a TJIABHOE:
YTO MOAYMAIOT O Tebe OKpy»Kalolllee JIIOAU, KOTOPhle HAWAYT M YBUAAT 5T0. Haltm
“H@OPMANNIO0 MHOTO JIET CIIyCTA CMOKET JII000# - Kak u3 J00PBIX MOOYKAEeHUN, TaK U C
HaMepeHUeM IPUYUHUTH BpPe. ITO MOKET ObITh KTO YTOZHO.

OCHOBHBI€E COBETHI I10 3aITUTE HU(PPOBON pemyTaIyn:

1. ITogymaii, mpesk/ie 4eM 4YTO-TO IIyOJIMKOBAaTh W Ilepe/laBaTh y cebs B OJiore wWid B
COITMAJIBHOHU CETH;

2. B HacTpoiikax mpoduis yCTAaHOBU OTPAaHUYEHUS HAa ITPOCMOTP TBOEr0 MPOQUIISA U €ro
COJIEP?KUMOTO, C/IeJIal €T0 TOJIBKO «JJISA IPy3€ei»;

3. He pasmernaii u He yKa3biBail HHGOPMAIIMIO, KOTOPask MOXKET KOr0-T1u60 0CKOPOJIATh
WJIA OOUKATD.

ABTOpCKOE IPaBO

CoBpemMeHHblEe NIKOJBHUKHU- AaKTUBHBIE II0JIb30BATEIU ITU(MPOBOrO MPOCTPAHCTBA.
OpHako gajieko He BCe 3HAKOT, UYTO II0JIb30BaHWE MHOTUMHU BO3MOXKHOCTAMHU [IU(PPOBOTO
Mupa TpedyeT cOOII0eHNS TPAaB HA NHTEJUIEKTYAJIbHYIO COOCTBEHHOCTb.

TepMUH «UHTEJIEKTyaIbHAsI COOCTBEHHOCTh» OTHOCHUTCS K PA3JIUUYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX H300pDETEHWH U 3HAKOB, 0003HAYAOIIHMX
COOCTBEHHOCTh Ha MPOJYKTHl U YCJIYTU , U 3aKaHUMBasA KHUramu, dororpaduamuy,
KUHOGWIbMaMU U My3bIKaJIbHBIMU IIPOU3BE/IEHUAMMU.

ABTOpCKUE IIpaBa - 3TO IpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BEIEHUS
HayKH, JIUTepaTypbl U UCKycCTBA. ABTOpPCKUE IpaBa BHICTYNAIOT B KauecTBe rapaHTUU
TOTO, YTO UHTEJIIEKTYaIbHBIN/ TBOPUECKUH TPy aBTOPa He Oy/IeT HAIIPACHBIM, AACT eMY
CIIpaBe/I/TUBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3ysIbTaTax CBOErO TPYy/Aa, IMOJIYUUTHh
HU3BECTHOCTH U Ipu3HaHue. HukTo 0e3 paspelieHus aBTopa He MOKeT BOCIIPOU3BOJUTH
ero IpousBefieHHe, PpacHpOCTPaHATh, IyOJWYHO J€MOHCTPUPOBATh, IIPOJIaBaTh,
HMIIOPTUPOBATh, IyCKaTh B MPOKAT, IyOJIUUYHO HCIIOJHATH, TOKA3bIBATh/UCIOJIHATh B
adupe nim pa3Mmeiars B IHTepHeTe.

Hcnosib3oBaHUe «MHPATCKOTO» IPOTPAMMHOr0 oOeclieueHHs MOXKeT TPUBECTH K
MHOTHM pHCKaM: OT IOTE€PU JAHHBIX K TBOUM aKKayHTaM [0 OJIOKUPOBKH TBOETO
YCTPOMCTBA, I7le YCTAHOBJIEHHBIN He JierajibHas1 mporpamma. He crout Takke 3a0bIBaTh,
YTO CYIIIECTBYET JIETAIbHbBIE U OeCIIaTHBIE IPOTrPAaMMBbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane

CeteBUYOK.p - TBOU TIJIaBHBIM COBETYHMK B CeTU. 37eCh Thl MOXKeIlb Y3HATh O
0€30I1aCHOCTH B CETU IOHATHBIM U JIOCTYIHBIM S3BIKOM, a IIPU BO3HUKHOBEHUU
KPUTUYECKON CUTyaI[i OOPaTUTHCA 32 COBETOM. A TaK:Ke IMPUHATH YIACTHE B KOHKypcax
U CTaTh CaMbIM UQPOBBIM IPakTaHUHOM!



IIpunoxenue N2 3

ITamaTka aj1a poauresed 06 nHOpMAITMOHHOM 0€30IMacHOCTH
aereu

Omnpeniesienne TepMuHa «HH(pOpManUOHHAsA 0e30MacHOCTb JeTel» COAEPIKUTCA B
DenepanpHoM 3akoHe N2 436-03 «O 3amuTe Aeteir OT HHGOPMAIUHN, TPUUNHAIONIEH
Bp€/l X 37I0POBBIO U Pa3BUTHUIO», PETYIUPYIONIUM OTHOIIEHUS, CB3aHHbBIE C 3aIIUTOMN
neteii oT nHGOPMAIUH, IPUIUHSAIONIEN Bpe] UX 30POBbI0 U (1iin) pazButuio. CorjacHo
JAHHOMY 3aKOHYy «HUH(MOpPMAIMOHHAsA 0e30mMacHOCTh JleTeli» - 3TO COCTOSHUE
3AlUIIEHHOCTH, IPU KOTOPOM OTCYTCTBYeT PHCK, CBSA3aHHBIA € IPUYHMHEHUEM
nHdopmanmel Bpezia ux 3710pOBbI0 U (1in) GU3NIECKOMY, ICUXUIECKOMY, TyXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepasbHoro 3akoHa NO 436-®3 wuHbopmarueid, NPUUYUHSIONIEN BpeT
37I0POBBIO U (WJIM) PA3BUTHIO JIETEH, SIBJISETCS:

1. uHdopMaIus, 3alpelleHHas AJ1d pacIpoCcTPpaHeHUs CPeu IeTel;

2. nHGOpPMAaIHA, PaCIPOCTPAHEHNE KOTOPOH OrPaHUYEHO CPeAU JAEeTeH OIpesiesIEHHBIX
BO3PACTHBIX KATETOPUH.

3. Kuadopmanuu, 3anpemieHHON JJ1s pacCIIPOCTPAHEHUs CPeAU JeTel, OTHOCUTC:

4. napopManus, MOOyKaatomas JAeTell K COBEPIIEHHUIO JEHCTBUM, IIPEICTaBIIAIONIX
yIpoO3y WX JKU3HU W (WIH) 3/I0pOBBIO, B T.4. IPUYNHEHHUIO BpeJla CBOEMY 370POBBIO,
caMOyOUICTBY;

5. CIOCOOHOCTH BBI3BATH y JeTel KeJlaHWe YHOTPeOUTh HApKOTUUYECKHE CPE/CTBA,
MICUXOTPOITHBIE U (UJIH) OJTyPMaHUBAIOIIYE BEIIECTBA, TAOAUHBIE U3/IETHS, ATKOTOJIBHYIO
U CIIUPTOCO/IeP>KAIIYI0 IPOAYKIIUIO, IUBO U HAIUTKH, U3TOTaBJIMBaeMble HAa €er0 OCHOBE;
MIPUHATH y4YacTUe B a3apTHBIX UTPAX, 3aHUMAThCS MPOCTUTYIHEH, OPOAAKHUUECTBOM
WJIN IO POIIaHUYECTBOM;

6. 000CHOBBIBAIOIIAS MJTH OTIPAB/IBIBAOIIAS IOIYCTUMOCTD HACHIUS U (MJTH) 3KECTOKOCTH
00 TOOYK/IAIoIas OCYIIECTBIATh HACHJIbCTBEHHBIE JIEHCTBHUsS II0 OTHOIIEHUIO K
JIIOASAM U KUBOTHBIM;

7. OTPHUIIAIONIAs CeMEeHHbIE IEHHOCTH M (QOPMHUPYIOIasi HEyBaKEHUE K POJIUTENAM U
(wm) ApyruM 4eHaM CEMbH;

8. ompaBzpIBatoIasi IPOTUBOIIPABHOE TIOBEJIEHUE;
9. cojieprKalasi HelleH3ypHYIo OpaHb;
10. cojiepkaras HHGOPMAIUIO TOPHOTPAGUUECKOTo XapaKTepa.

K nundopmaruu, pacnpocTpaHeHre KOTOPOU OTPaHUYEHO CPE/IU JIeTel OIpe/ieIeHHOTO
BO3pAacTa, OTHOCUTCA:

1. muHdopMaIus, mpecTapiseMas B BUle U300pa’KeHUs WJIN OMMCAHUA >KECTOKOCTH,
¢usnueckoro u (WIKM) TICUXUYECKOTO HACWINA, IPECTYIUIEHUS WJIU HHOTO
aHTUOOIIECTBEHHOTO JIeCTBUS;
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2. BBI3BIBAIOIIAA y JleTel CTpaX, y:Kac WM MaHUKYy, B T.4. IpeZicTaBjsieMas B BUeE
U300pakKeHusl WU OIKMCAHUA B YHIDKAIOIIEH 4YeJIOBeUeCKoe JIOCTOMHCTBO ¢dopme
HEHACWIBCTBEHHOU CMEPTH, 3a00JIeBaHUsA, CAMOYOUICTBA, HECUACTHOT'O CJIy4yasi, aBApUH
WJIK KaTacTpO(dbI U (MJIM) UX MTOCIIEICTBUM;

3. IpejcTaBsseMasi B BU/ie N300pakKeHUsA WJIU OTUCAHUSA ITOJIOBBIX OTHOIIEHUN MEXKIY
MY?KYHMHOH U JKEHIITUHOM;

4. coziepkalinas OpaHHbIe cJI0Ba U BhIPaXKeHU, He OTHOCAIHecs K HelleH3ypHOU OpaHu.

C yueroMm sTOoro Bam mpepararorcs mpaBusia paboThl B ceTu VIHTEPHET A1 Pa3IMYHBIX
BO3PACTHBIX KaTeropui, cobJtozieH1e KOTOPBIX MMO3BOJIUT obecreunThb
nHGOPMAIIMOHHYI0 6€30ITaCHOCTD BAIITHX JIETEM.

OOmrve mpaBwWJIa JUIS POAUTEIEH

1. HesaBucumo ot Bo3pacta pebeHKa WCIIOJB3YHTE HIPOTPAMMHOE O0OecleYeHue,
nomoraroiee GUIBTPOBATh U KOHTPOJHUPOBATh HMH(OpMaIUIO, HO He IoJlaraliTech
TIOJTHOCTHIO Ha Hero. Bame BHMMaHMe K peOEHKY - TJIAaBHBIA METO/] 3aIIIUTHI.

2. Ecytu Baiir pebeHOK MMeeT akKayHT Ha OJJHOM U3 COIUaTbHBIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.11.), BHUMATeJbHO HU3yUUTE, KAKyI0 WH(GOPMAIUIO
IIOMEIIAIOT €r0 YYaCTHUKU B CBOUX MPOGWIAX U bJiorax, BKIouasa pororpaduu 1 BUJIEO.

3. IIpoBepbTe, ¢ KaKUMU JPYTUMH CaWTaMH CBS3aH COIUAJIbHBIA cepBUC Barmero
pebenka. Ctpannuku Barero pebeHka MOryT ObITh O€30IIaCHBIMU, HO MOTYT U COJIEP:KaTh
CCBUIKM Ha HE)KeJIaTeJIbHbIE U OTACHBbIE CAWThI (HampuMep, IMMOPHOCAUT, WM CAUT, Ha
KOTOPOM JpyT YIIOMHHAaeT HOMep cOTOBOro TejieoHa Bamrero pebenka wiu Bamm
JIOMAIITHUH a/ipec)

4. IToompsiiTe Bammux mereit coob1aTh 000 BCEM CTPAHHOM HJIM OTTAJIKUBAIOIIUM U HE
CJIUIIIKOM OCTPO pearupyuTe, KOT/Ia OHU 3TO JeJaloT (M3-3a OmaceHus MOTEPATD IOCTYII
K VHTepHeTy JleTH He TOBOPSAT POJHTENSIM O mpobsieMax, a TakyKe MOTYyT HadaTb
HCIOJIb30BaTh VIHTEpHET BHE IOMA U IIIKOJIBI).

5. BynbpTe B Kypce ceTeBoil :ku3HHM Bamero pebenka. IHTepecyiiTech, KTO UX JIPY3bs B
W HTepHeT Tak ke, KaK HHTepecyeTeCh peajlbHbIMU JIPy3bAMMU.

Bospacr ot 7 1o 8 siet

B HTepHeTe pebeHOK cTapaeTcs MOCETUTh Te MU UHbIe CAUThI, a BO3MOXKHO U YaThI,
paspelieHre Ha IOCelleHHe KOTOPbIX OH He MoJydusa Obl OT poxuteseil. Ilostomy
poauTesnsiM OCOOEHHO TOJIe3HbI OyJlyT Te OT4YeThbl, KOTOpble IIPeOCTABJIAIOTCS
IporpaMMaMi [0 OTPAHUUYEHHUIO WCIOJIb30BaHUs UHTepHera, T. e. Pomurenbckuit
KOHTPOJIb WJIM TO, UTO BBl CMOJKETEe YBUETh BO BpeMeHHbBIX (paiyiax. B pesysbrarte, y
pebeHka He OyZeT OIIyIIeHUs, YTO 32 HUM BeJleTCA MOCTOSAHHBIM KOHTPOJIb, OJTHAKO,
poxnutenu OyAyT MO-TIPEKHEMY 3HATh, KaKWE CAWTHlI IMOCEIaeT ux pebeHOK. JleTu B
JJAaHHOM BoO3pacTe 007a7jal0T CUJIBHBIM YYBCTBOM CEMbH, OHU JIOBEPUMBBI U He
COMHeBaTCA B aBTopuTterax. OHU JIIO0AT UTPATh B CETEBBIE UTPHI U IIyTENIECTBOBATH 110
VHTEpHETY, WCIOJIb3ysA JJIEKTPOHHYIO IIOYTY, 3aXOAWTh HA CAUThl W YaThl, HE
PEKOMEH/IOBaHHBIE POJUTEJISIMU.

Cosertbl 110 Oe30macHOCTH B ceTu VIHTEepHeT 1714 AeTel 7-8 et



1. Co3maiiTe CIMCOK JAOMAIITHHUX MPaBUJI MOCemeHs VI HTepHeTa MPU yYacTUH JIETEU U
TpeOyiiTe ero BHIITOTHEHUS.

2. TpebOyiite or Bamrero pebeHka coOJIIO/IEHUS BPEMEHHBIX HOPM HaXOXKAEHUS 3a
koMnbOTEPOM. [ToKaxkuTe pebeHKy, uTo Bbl HabJII0/1aeTe 32 HUM He IOTOMY UTO Bam 3T0
XOUeTcsI, a IMMOTOMY 4YTO BbI OeCItoKOuUTeCh O ero 0e30ITaCHOCTH U BCET/Ia TOTOBBI €My
IIOMOYb.

3. Kommprotep ¢ moaxiroueHneM Kk VTHTEPHETY /TIOJKEH HAXOAUTHCA B 00IIEel KOMHATE
10/l IPUCMOTPOM POJAUTENIEN.

4. HCHOJ’IBEEYﬁTG Cliequa/ibHbI€ AETCKHE IIOMCKOBbIE MAIIITHBI.

5. Mcniosnp3yiiTe cpezicTBa OJIOKMPOBAHUS HEXKEJIATEIbHOTO KOHTEHTA KaK JI0TOJTHEHHE K
cTaHZIapTHOMY PouTeIhcKOMy KOHTPOJTIO.

6. CozmaiiTe ceMeWHBIH 3JIEKTPOHHBIN SAIIUK, YTOOBI HE IIO3BOJIUTH JETAM HMETh
coOCTBEeHHBIE ajipeca.

7. BiokupyiTe [0CTyn K caTaM ¢ OeclylaTHBIMU IOYTOBBIMH SIIIUKAMU C MTOMOIIBIO
COOTBETCTBYIOIIETO ITPOTPAMMHOTO 00€eCIIeUeH .

8. Ilpuyuure pnereil coBeroBaTbcA ¢ Bamu mepes omyOGIMKOBaHHEM KaKOU-JIHOO
MHGOPMAIIMU CPEJICTBAMU 3JIEKTPOHHOU IOYTHI, YAaTOB, PETUCTPAIUOHHBIX (GOpM U
npoduien.

9. HayuwnTe nieTeli He 3arpy»kaTh aiyibl, IpOrpaMMbl MJIN My3bIKy 6€3 Balllero COTJIacusl.
10. He paspemaiiTe AeTAM HCIOIb30BATH CIIY>KOBI MTHOBEHHOTO 0OMEHA COOOIIEHUSMH.

11. B «Besplii» CIUCOK CAUTOB, pa3peIIEeHHBIX /IS TIOCEIEHNSA, BHOCUTE TOJIBKO CAUTHI C
XOpOllIeN pernyTanuen.

12. He 3a0p1BaliTe OecezioBaTh C IeTbMU 00 UX JIpy3bsax B VIHTepHeTe, Kak ecu ObI peub
1712 O APY3bsIX B PEATbHOU KU3HU.

13. He genaiite «Taby» M3 BOIPOCOB MOJIOBOM »KU3HU, TaK Kak B VIHTEpHETE /IeTH MOTYT
JIETKO HAaTKHYTbHCA Ha IOPHOIPA(UIO WJIN CAUTHI «/IJI1 B3POCIIBIX».

14. IIpuyuure Bamero peGeHka coo0maTh BaM O JIIOOBIX YIpo3ax WM TPEBOTrax,
cBsA3aHHBIX ¢ IHTepHeTOM. OCTaBaliTECh CIIOKOMHBIMY U HAIIOMHHTE JIETSIM, UTO OHU B
06e30macCHOCTH, €CJIM CaMU paccKasajad BaM O CBOMX TpeBorax. IloxBaimre ux u
MIOCOBETYUTE MOJOUTH ellle pPa3 B HOI00HBIX CIyUasX.

Bospacr zgereti oT 9 710 12 JieT

B nanHOM BO3pacTe AeTH, KaK MPaBUJIO, y:Ke HACJBIIIAHBL O TOM, Kakasd uH(pOpManus
cymectByer B VHTepHeTe. CoBepIlIEHHO HOPM&JIbHO, YTO OHHU XOTAT 3TO YBUJETb,
IpoYecTh, ycablmaTh. IIpy 5TOM Hy»KHO IIOMHUTB, UTO JOCTYI K HeKesJaTeJbHbIM
MaTepyuajiaM MOKHO JIerKO 3a0JI0OKMpOBaTh MHPU IMOMOIIM CPeACTB PoamTesnbcKoro
KOHTPOJIA.

CoBeTnlI 110 6€30IaCHOCTH /I eTeH OT 9 JI0 12 JIeT

1. Co3zialiTe CIIMCOK JIOMAITHUX MPaBUWJI MocelleHusl MIHTepHeT NP yJacTHU JIeTed u
TpeOyHTe ero BHITIOJTHEHUS.



2. TpeOyiiTe oT Bamrero pebeHka co0II0IeHUA HOPM HaX0K/IEHUSA 32 KOMITBIOTEPOM.

3. HaGsropaiiTe 3a pebeHKOM IIpu paboTe 3a KOMIIBIOTEPOM, IMOKAKUTE €My, UTO Bbl
OecroKouTeCh O ero 6€30IaCHOCTH U BCEr/ia TOTOBBI OKa3aTh €My ITOMOIIIb.

4. KommbloTep ¢ nogkatoueHneM B IHTEpHET J0JI’KeH HaXO/IUThCA B 00IIIel KOMHATE 0/,
IPUCMOTPOM POJUTEJIEN.

5. HCHOHBSYﬁTe CpeacCTBa 6J'IOKI/IpOBaHI/I}I HEeXeJ1aTeJIbHOT'O KOHTEHTAa KaK JOIIOJTHEHHE K
CTaHAAPTHOMY PO,HI/ITeJIbCKOMy KOHTPOJIIO.

6. He 3a0bIBaiiTe MpUHUMATD HEIIOCPEACTBEHHOE YUacTHe B JKU3HHU pebeHKka beces0oBaTh
¢ metbMu 00 UX Apy3bsix B IHTEpHeTE.

7. HacramBaiiTe, 4TOOBI /IeTH HUKOT/IA HE COTJIAIIAINCH HA JJUYHbBIE BCTPEUH C JIPY3bIMU
o urepHery.

8. Ilo3BosAliTe JIeTAM 3aXOAUTh TOJBKO HA CAUTHI U3 «0EJI0Tr0» CIHCKA, KOTOPBIHA
co3ZlaliTe BMECTe ¢ HUMHU.

9. Ilpuyuyurte pgeTell HUKOrJa He BBIAABaTh JIMYHYI0 HHQOPMAIUIO CPEACTBAMU
BJIEKTPOHHOU IIOYTBHI, YATOB, CHCTEM MTHOBEHHOTO oOOMeHa COOOIIeHHUsIMH,
pervcTpanioHHbIX (OpPM, JIMYHBIX Npoduiell W MPU PErucTpalluyd Ha KOHKYPCHI B
HNHuTepHerTe.

10. [Ipuyunre feTeil He 3arpy»kaTh nporpammsl 0e3 Bamiero paspemenus. O0bsicHUTE
UM, 4YTO OHH MOTYT CJIyYallHO B3arpy3uThb BHPYCHl HJIN JPYroe HeXKeJIaTeTbHOe
IporpaMMHOe o0ecIieueHue.

11. Cospaiite Bamemy pebeHKYy OTpaHWYEHHYIO YYETHYIO 3amuch JJisi paboThl HA
KOMIIBIOTEDE.

12. Ilpuyuure Bamero pebGenHka coobmiaTe BaM O JIIOOBIX Yrpo3ax WJIH TPEBOTAX,
cBsA3aHHBIX ¢ VlHTEepHEeTOM. HamomHuuTe /eTsiM, 9YTO OHU B 0GE€30MACHOCTH, €CJITH CaMU
pacckasayiy BaM O CBOUX TPEBOTaxX U ONaCeHUAX.

13. Pacckaxkure fietsim o nopHorpaguu B UHTEepHEeTE.

14. HacrauBaiiTe Ha TOM, YTOOBI JIETH IIPEIOCTABJISIN BaM JIOCTYI K CBOEU 3JIEKTPOHHOU
IOYTe, YTOOBI BBl YOEIUINCH, YTO OHU HE OOIIAIOTCA C HE3HAKOMITAMH.

15. OOBsAcHUTE [AeTsAM, 4YTO HeJb3s HWCIOJb30BaTh CEeTh JJIs XyJUTAHCTBA,
pacrpocTpaHeHus CIIeTEH WU yTPO3.

Bospacr zereti oT 13 /10 17 JIET

B sTOM BO3pacre mOAPOCTKM aKTHUBHO HCIOJIB3YIOT IMOUCKOBBIE MAIIMHBI, ITOJIb3YIOTCS
BJIEKTPOHHOU TIOYTOH, CIJIy:kOaMH MTHOBEHHOTO OOMEHa COOOIIEHHAMHU, CKAUMBAIOT
My3bIKy U GUIbMbL. MasburvkaM B 3TOM Bo3pacTe OoJibllle IO HpPaBy CMeTaTh BCE
OTPaHUYEHUs, OHU KaXKAYT I'pyOOro 10MOpa, a3apTHBIX UTP, KAPTUHOK «/IJIS1 B3POCJIBIX».
JleBOUKY TMpeJNOUYnTAIOT o00ImaTbcd B 4YaTax, NOPU STOM OHU Tropaszo Oosee
YyBCTBUTEJIBHBI K CEKCyaJIbHBIM JIOMOraTesIbcTBaM B VIHTepHeTe.

3avacTyio B JaHHOM BO3pacTe POAUTEJISAM y2Ke BecbMa CJI0KHO KOHTPOJIUPOBATh CBOUX
JeTel, Tak kKak 00 MlHTepHeTe OHU yKe 3HAIOT 3HAYUTEIHHO OOJIbIIIE CBOUX POJUTEJIEN.



Tem He MeHee, He OTIIyCKaliTe JeTed B «CBOOOAHOEe TIUIaBaHWE» MO VHTepHETY.
CrapaiiTech aKTUBHO Y4acTBOBaTh B 00IleHNU pebeHKa B IHTepHeTe.

BaxxHO TmoO-TIpe:kHEMY CTporo cobOsofarh mpaBwia HTepHET-0€30macHOCTH -
coTJIallleHHEe MEK/Ty POAUTESAMU U IeTbMU. KpoMe Toro, Heo6XoMMO KaK MOKHO Uale
MMpOCMaTpUBaTh OTUYETHI O JlesATeJbHOCTH JleTeli B HHTepHere. CiemyeT o0OpaTHTh
BHMMaHHE Ha HeOOXOJUMOCTh COJIepKaHHUsA POAUTENbCKUX Iaposied (mapoJieit
aJMHUHHCTPATOPOB) B CTPOTOM CeKpeTe M O0paTUTh BHUMAaHHE Ha CTPOTOCTh 3THUX
rmapoJien.

CoBeThlI 110 6€30I1aCHOCTH B 3TOM BO3pacTe OT 13 A0 17 JIeT

1. Co3maliTe CHOUCOK JIOMAaIllHUX MPaBWI IOceleHus IIHTepHeTa MpPU YYaCTUH
MOJIPOCTKOB U TpeOyiiTe 6e3yCcIOBHOTO ero BbIoJHeHUs. OOroBopure ¢ pebeHKOM
CIIMCOK 3ampeleHHbIX CAalTOB («4YepHBIH CIIMCOK»), Yackl paboTbl B LIHTepHeTe,
PYKOBOZICTBO 110 001ieHuI0 B IHTEepHETe (B TOM YHCJIe B YaTax).

2. KoMmIpioTep ¢ HOAKIIOYEHHEM K ceTH VHTepHET JO/IKEH HaxOJAUThCS B OOIIeH
KOMHare.

3. He 3a0bIBaliTe Oece/ioBaTh ¢ AeTbMH 00 UX JIpy3bsX B MIHTepHETE, O TOM, YEM OHH
3aHATHI TAKUM 00pa3oM, OyATO PeUb HUAET O IPY3bsIX B peasIbHOM ku3HU. CrparuBaiTe
0 JIIOAAX, ¢ KOTOPBIMH JEeTU OOIIAIOTCA IMOCPEACTBOM CIy»KO MTHOBEHHOTO OOMeHa
COODIIEHUAMU, YTOOBI YOETUTHCSI, UTO STU JIIOA UM 3HAKOMBI.

4. Vlcionip3ytiTe cpesicTBa 0JIOKMPOBAHUS HEXKEIATEIPHOTO KOHTEHTA KaK JOTIOJTHEHHE K
cTaHJIapTHOMY PouTeIhcKOMY KOHTPOJTIO.

5. Heobxomumo 3HaTh, KaKUMH 4YaTaMU IOJIb3yIOTCA Bamm aetu. IToompsiiTe
HCIOJIb30BaHUE MOJEPHPYEMBIX YaTOB M HacTawmBaWTe, YTOOBI JIeTH He OOIaINCh B
MIPUBAaTHOM PeKUMeE.

6. HacrauBaiiTe Ha TOM, YTOOBI IETU HUKOT/IA HE BCTPEYATHCH JIMYHO C APY3bSIMHU U3 CETH
HNuTepHer.

7. [Ipuyuure faeTeli He BbIIABATh CBOIO JIMYHYI0 HH(POPMAIIUIO CPEICTBAMU 3JIEKTPOHHOMN
MOYTHI, YaTOB, CUCTEM MTHOBEHHOTO 0OMEHa COOOIEHUAMHU, PETUCTPAIIMOHHBIX (HOPM,
JIMUHBIX ITpoduIed U IPU perucTpanuu Ha KOHKypchl B IHTepHeTe.

8. [Ipuyuunre feTeli He 3arpy»KaTh IIporpaMmsbl 6e3 Bairero paspenierusi. OObsSICHUTE UM,
YTO OHH MOTIYT CJIYYalHO 3arPy3UTh BUPYCHI WJIN APYTO€ HeXKeIaTeIbHOE IIPOrpaMMHOe
obecrnieueHue.

9. Ilpuyunure Bamiero pebenHka coobmath BaM O JIIOOBIX YIpo3ax WM TpPEBOTaX,
cBaA3aHHBIX ¢ MHTepHEeTOM. HamoMHuTe AeTAM, YTO OHU B OE€30MACHOCTH, €CIU CaMH
pacckaszayiy BaM, O CBOUX yTpo3ax WM TpeBorax. [loxBasnTe ux U MOCOBETYITE TOAOUTHU
elrfe pa3 B MOJIOOHBIX CIyYasX.

10. Pacckaxkute getsam o nmopHorpaduu B MHTepHeTe. IloMoruTe uM 3al[UTUTHCA OT
criama. HayuuTe mnOApPOCTKOB He BbIZIaBaTh B LIHTepHETEe CBOero peajibHOTO
SJIEKTPOHHOI'O aJpeca, He OTBeYaTh Ha HeXXesaTeJbHble IIMCbMa W MCIIOJIb30BaTh
cIernajabHble TOYTOBbIE (DUIIBTPHI.

11. [Ipuyuunre cebs1 3HAKOMUTHCA € cCAaiTaMU, KOTOPbIE IOCENIAIOT HOIPOCTKHU.



12. HayuwnTe /ieTell yBakaTh JPYTUX B UHTEpHETe. YOeAUTeCh, YTO OHU 3HAIOT O TOM, UTO
IpaBUJIa XOPOIIIEro MOBeAEHU AEUCTBYIOT Be3/ie — Jla’ke B BUPTyaJIbHOM MUPE.

13. OObsicHUTE AeTAM, YTO HU B KOEM CJIydyae HeJIb3s HCIOJIb30BaTh CeThb s
XyJIMTAHCTBA, PaCIPOCTPAaHEHUS CIUIETEH WJIN YTPO3 APYTUM JIIOAAM.

14. O6cyauTe ¢ mOAPOCTKaMU TPOOJIEMBI CETEBBIX a3aPTHBIX UTP U UX BO3MOXKHBIN PHUCK.
HamomHuTe, 4TO IeTH HE MOTYT UTPATh B 3TU UTPHI COIJIACHO 3aKOHY.

[TocToAHHO KOHTPOJIUPYHTE Hcmosb30BaHue MHTepHera Bamum pebGenkom! Oto He
HapyllleHne ero JIMYHOIO IPOCTPAHCTBA, a Mepa IPEJIOCTOPOKHOCTU U IPOSBIIEHHE
Barmeit poanTesIbCKON OTBETCTBEHHOCTH U 3a00THI.
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