IIpunoxenue NO 2

HNuadopmManmnoHHaa MaMATKA JAJIA O0YJIAIOIIXCA /1A pa3dMenleHUA
Ha opunuaabHbIX UHTEpHET-pecypcax

C KaxkIbIM TOAOM MOJIOZIEXKU B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, A IIIKOJIbHUKH OHU U3
caMbIX aKTUBHBIX IT0JIb30BaTesiell PyHera. Mexy TeM, IOMHMO OTPOMHOTO KOJIMYECTBa
BO3MOJKHOCTEH, MHTEDHET HeCeT W Ipo0OsieMbl. JTa IaMsATKa J0JDKHA MOMOYb Tebe
0e30IacHO HAaXOAUTHCA B CETH.

KommbroTepHbIE BUPYCHI

KommnbpioTepHBINI BUpPYyC - 3TO Pa3HOBUJHOCTb KOMIIBIOTEPHBIX IPOrpaMM,
OTJINYUTEIBHON OCOOEHHOCTHIO KOTOPOU fABJISAETCA CIIOCOOHOCTh K pa3MHOKeHH0. B
JIONIOJIHEHNE K 3TOMY, BUPYChI MOTYT MOBPEJUTh WM IIOJHOCTBIO YHUYTOXKUTH BCE
daiiel U AaHHBIE, TOAKOHTPOJIBHBIE IIOJIB30BATENIO, OT WMEHH KOTOpPOro ObLia
3alylleHa 3apak€HHasg IIporpaMmMa, a Takyke IIOBPeAUTh WU JaXke YHUUYTOXKUTH
OTIEPAIUOHHYIO CHCTEMY CO BceMu (aiylaMu B I[eJIOM. B OOJIBIIMHCTBE CIy4YaeB
pacrnpocTpaHAITCA BUPYChl Yepe3 UHTEPHET.

MeTtopp! 3alIUThI OT BPEAOHOCHBIX IIPOTPaAMM:

1. Mcnionp3yil coBpeMeHHbBIE OllepalliOHHBbIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPELOHOCHBIX IIPOTrPaMM;

2. TlocrosgsHHO ycTaHaBaWBal mautu (I[u¢pOBbIe 3aIIaTKU, KOTOPblE aBTOMATHYECKHU
YCTQHABJIUBAIOTCSA C IEJbI0 JOPAaOTKH HPOTpaMMbI) U JpYyrHe OOHOBJIEHHS CBOEU
omeparuoHHOU cucteMbl. CKauyUBal UX TOJBKO € OQUIMATBLHOTO caiiTa pa3paboTymka
OC. Eciu cyiiecTByeT peskKUM aBTOMATHYECKOTO OOHOBJIEHUS, BKJIIOYH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE I107] IPABaMH II0JIb30BATEJIS, & HE A/IMUHUCTPATOPA.
OTO HE MO3BOJIUT OOJIBIIIMHCTBY BPEIOHOCHBIX MPOTPAMM HMHCTAJJIUPOBATHCS HA TBOEM
IIepCOHAJIBHOM KOMIIBIOTEPE;

4. lcnonb3y#t aHTUBUPYCHBIE ITPOTPAMMHBIE IMPOIYKTHI N3BECTHBIX TPOU3BOTUTEIIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NYECKUU JOCTYI K KOMIIBIOTEPY /IJIs1 TIOCTOPOHHUX JIUII;

6. Mcnionp3yii BHEIITHUE HOCUTEU NHPOPMAaINHY, TaKue Kak Jielika, JUCK Uin ¢paii us
WHTEpPHETA, TOJIbKO U3 Mpo¢depeHHBIX NCTOYHUKOB;

7. He oTKpBIBail KOMIBIOTEPHBIE (aiyIbl, MOJydeHHbIE U3 HEHAJEKHBIX UCTOUHUKOB.
Haxxe Te (aiiyibl, KOTOpPbIE MPUCIAT TBOM 3HAKOMBIH. JIyullle yTOUHU y HETO, OTIIPABJIA
JIN OH Tebe ux.

Cetu WI-FI

Wi-Fi - 3T0 He BUJI Iepeiadyul TAHHBIX, HE TEXHOJIOTHS, a BCETO JIUIb OpeH/], Mapka. Eie
B 1991 TOAYy HHJepJaHJACKas KOMIIaHHWA 3apeructpupoBaia Openyn «WECA», 4to
oboszHauasio cimoBocouetanue «Wireless Fidelity», koropwrii mnepeBomuTCcsa Kak
«0ecIpoBOIHAS TOUHOCTh».

Jlo Hamiero BpeMeHM /olIa Jipyrass aOOpeBuUaTypa, KOTOpas SBJISETCA TaKOM ke
TexHoJsiorueil. 9to abbpeBuartypa «Wi-Fi». Takoe HazBaHHe OBLUIO JJaHO ¢ HAMEKOM Ha



CTaHJZIApT BbICHINM 3ByKoBOM TexHuku Hi-Fi, yTo B mepeBojie 0O3HAUaeT «BBICOKas
TOYHOCTDb».

Jla, GecriaTHBIA UHTEPHET-IOCTYI B Kade, OTEeJISIX U a3pOIOPTaX SABJAETCA OTIUYHOU
BO3MOXXKHOCTHIO BBIXO/Ia B WHTepHeT. HO MHOTHE BOKCHEPThl CUYUTAKT, YTO
obmenoctynubie Wi-Fi cetn He sABIAIOTCA 6€30MaCHBIMU.

CoBetbl 10 6€3011acCHOCTH paboTe B 0OIIEAOCTYIHBIX ceTsax Wi-fi:

1. He mepepaBaii cBol JIMUHYIO HHMoOpMaiuio udepe3d obmenocrymabie Wi-Fi ceru.
PaboTas B HUX, KeJIaTeJIbHO He BBOJIUTH MIAPOJIU IOCTYIIA, JIOTUHBI U KaKHe-TO HOMepa;

2. Mcnosp3yit 1 0OOHOBJISIH aHTUBUPYCHBIE ITPOrpaMMbl U OpaHamayep. Tem cambIM ThI
obe3ormacuiib cebsi OT 3aKauyKy BHPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonpzoBanuu Wi-Fi otwioun ¢ysknuio «O6muil gocryn k daiiam u
npuHTepam». JlaHHaA QYHKIUA 3aKphITa [0 YMOJIYAHUIO, OJIHAKO HEKOTOpbIE
II0JIb30BaTEIN aKTUBUPYIOT €€ /I y/I00CTBa UCIIOJIb30BaHUSA B paboTe WiIu yueoe;

4. He ucronp3yit mybsmmunabii WI-FI g1 mepesiaum JIMIHBIX TaHHBIX, HAIPUMED IS
BBIXO/Ia B COIJUAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO I10UTY;

5. WUnosnbp3y# TosibKO 3ainuiiieHHoe coenuHeHue dyepe3 HTTPS, a we HTTP, 1.e. npu
Habope BeO-aapeca BBOU UMeHHO «https://»;

6. B wmoOwibHOM Tenepore oTkiroun Gyaknuioo «Iloxkmouenne k  Wi-Fi
aBroMarnuecku». He mormyckall aBTOMaTUYECKOTO MOJIKIIOUEHHS YCTPOUCTBA K CETAM
Wi-Fi Ge3 TBoero coryacus.

ConuajibHbIE CETH

CoruayibHbIE CeTH aKTUBHO BXOJISIT B HAIITy YKHU3Hb, MHOTHE JIFO/IH PAOOTAIOT U YKUBYT TaM
IMOCTOSTHHO, a B Facebook yske 3aperucrprupoBaH MUJLIHAD]] YEJIOBEK, UTO SIBJISETCS
OJIHOI CeIbMOU BCEX >KHUTeJIeH IIaHeThbl. MHOrHWe II0JIb30BaTeJH HE MOHHMAIOT, 4TO
uHopManus, pas3MellleHHas UMH B COIMAJIbHBIX CETAX, MOMKET OBITh HaljleHa U
HCIOJIb30BaHa KEM YTOTHO, B TOM YHCJIe He 00s3aTeIbHO ¢ 0JIariMu HaMePEHHUSMH.

OCHOBHBIE COBETHI 10 O€30ITaCHOCTH B COIIMAJIbHBIX CETAX:

1. OrpaHuyb CHOUCOK Jipy3eil. ¥ TebGs B Apy3bsaX He JOKHO OBITh CIyYallHBIX U
HE3HAKOMBIX JIIOJEH;

2. 3amuiai cBOIO YacTHYIO >KU3Hb. He ykasbpiBail maposu, TesnedOHBI, ajpeca, AaTy
TBOEr0 POXKJEHUS U [APYIyI0 JWYHYyI0 UHoOpManuo. 3JIOyMBIIUJIEHHUKA MOTYT
HCIIOJIH30BaTh Jlaske WHGOPMAIIUIO O TOM, KaK Thl M TBOM POAUTENU IUIAHUPYETE
MPOBECTU KAHUKYJIbI;

3. 3amuInai CBOI0 PEIyTAIHIO - IEPKH €€ B YHCTOTE U 3a/laBail cebe BOIIPOC: XOTeJT ObI
TBI, YTOOBI APYTHE MI0JIb30BATEIN BUAEIIN, UTO ThI 3arpyKaers? ITogymaii, mpex/ie uem
YTO-TO OIMYOJIMKOBATh, HAIIKCATD U 3aTPy3UTh;

4. Ecoivl TBI TOBOPHIIIB C JIFOABMH, KOTOPBIX HE 3HAEIb, HE UCITOJIb3YH CBOE PeaIbHOE UM
U IPYTYIO JINUHYIO0 MHQOPMAIIMHU: UMsI, MECTO KUTEJIHLCTBA, MECTO yUIeObI U ITpoYee;

5. 1306eraii pasmerenus pororpaduii B IHTEpHETE, I7e Thl N300pakeH Ha MECTHOCTH,
10 KOTOPOH MO3KHO OIIPEJIEJTUTh TBOE MECTOIIOJIOKEHUE;



6. IIpu perucrpamnuu B COIMAIBHON CeTH HEOOXO0UMO HCII0JIb30BATh CI0KHBIE TTAPOJIH,
cocrosye U3 OyKB 1 udp U ¢ KOJIMUYECTBOM 3HAKOB He MeHee 8;

7. IJIsT conuasibHON CETH, ITOUTHI U JIDYTHUX CAUTOB HEOOXOIMMO HCIIOJIb30BATh Pa3HbIE
maposin. Torga ecyim Tebs B3JIOMAOT, TO 3JI0YMBINJIEHHUKH TIOJIyYaT JIOCTYH TOJIBKO K
OTHOMY MECTY, a HEe BO BCe cpasy.

OJIeKTPOHHBIE JE€HbI'U

SHeKTpOHHbIe A€HbI'I — 3TO OYE€HDb YZ[O6HbeI crrocob l'IJIaTe)KefI, OJHAKO CYIIIECTBYIOT
MOII€EHHUKH, KOTOPbIE XOTAT IIOJIYYUTb 3THU JE€HbI'U.

SJ'IGKTpOHHbIe A€HbI'l IIOABUJIMCb COBCEM HE€JAaBHO M MMEHHO H3-3d 3TOI'O BO MHOTHX
TOCyaapCTBax A0 CHUX IIOP HE IIPOITMCAHO IIPO HUX B 3aKOHAX.

B Poccuu ke oHU PYHKITMOHUPYIOT U O HUX YKe IMPOIIMCAHO B 3aKOHE, T/Ie UX PA3/IEJIAI0T
Ha HECKOJIbKO BUJIOB - aHOHUMHBIE U HEe aHOHUMHBIE. Pa3HuIa B TOM, YTO aHOHHUMHBIE -
9TO Te, B KOTOPBIX paspelraeTcsi IPOBOJUTH oOlepanuu 0e3 uAeHTUGUKAIUMH
II0JIb30BaTesIA, a B HEAHOHHUMHBIX WAEHTU(GUKAIIMN II0JIb30BaTeNs  SBJIAETCS
00s13aTeJIbHOM.

Takoke ciefyeT pasjinyarh 3JeKTPOHHbIE (pUaTHbBIE JIEHBI'M (PaBHBI TOCY/IAPCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHBIE HepUaTHBIE IeHbIU (He paBHBI TOCYIaPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 10 OE30ITaCHON PaboTe C 3JIEKTPOHHBIMU JIEHbIAMU:

1. [IpuBsku K cuery MOOWIBHBIN TesieOoH. DTO caMblil yZOOHBIA M OBICTPBIN CIIOCOO
BOCCTAHOBUTH JIOCTYII K cueTy. [IpuBs3aHHbIN TesiehOH MTOMOKET, eCJTU 3a0yAellb CBON
IJIaTEXHBIN TapOoJIb UJIN 3ali/ielllb Ha CAaWUT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Vcrionb3yii omHOpas3oBkle maposin. [Tocse nepexoia Ha yCHUJIEHHY IO aBTOPU3AIIHIO TeOe
y>Ke He OyZieT yrporKaTh OIIaCHOCTh KPaXKU WJTH MepexBaTa IJIaTeKHOTO apoJis;

3. Beibepu ciiokHBIM maposib. [IpecTymmHHMKaM OyfeT He MPOCTO yraZjaTh CJIOMKHBIN
naposib. HazexxHble maposiu — 3TO IapoJIHd, KOTOpbIe COZepsKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOYHBIE U TPONHCHBIE OYKBBI, ITU(PHI M HECKOJIBKO CHMBOJIOB, TAKHE
KaK 3HAaK JloJU1apa, PyHTa, BOCKJINIATEbHBIN 3HAK U T.. Hanpumep, StROng!;;

4. He BBOIY CBOM JINUHBIE JJaHHBIE HA CAalTax, KOTOPHIM He JJOBEPsIEIIb.
DJIeKTPOHHAA MOHTA

DeKTPOHHAS ITOYTA — 3TO TEXHOJIOTUSA U IPeOCTaBJIsieMbI€e €10 YCIYTH 0 MepeChUIKe U
MOJIyYeHUIO0 3JIEKTPOHHBIX COOOIEHUM, KOTOpble pacHpeessioTcd B KOMIIbIOTEPHOU
cetu. OOBIUHO SJIEKTPOHHBIA TIIOUTOBBIM AWK BBIVIAAUT CJIEAYIOIUM 00pa3oM:
HUMsI_TI0JIb30BaTEIIsI@UMS_JIoMeHa. Taxkike KpoMe Iepe/iladaul MPOCTOr0 TEKCTa, UMEeeTC s
BO3MOXKHOCTbH Tepe/laBaTh pauibl.

OcHOBHBIE COBETHI 110 He301acHO paboTe ¢ 3JIEKTPOHHOU MOYTOMU:

1. Hazo BbIOpaTh mpaBUIbHBIA OUYTOBBIN cepBucC. B MHTEpHETE eCTh OTPOMHBIN BHIOOD
OecryIaTHBIX TOYTOBBIX CEPBHCOB, OJIHAKO JIYYIIE JIOBEPATHh T€M, KOTO 3HAEINIb U KTO
TEPBBIN B PEUTHHTE;

2. He yka3pIBail B JIMYHOU moute JIMIHY nHpopMaruw. Hampumep, sydiiie BIOpaTh
«MY3bIKQJIbHBIV_(paHAT@» WU «POK2013» BMeCTO «TeMal3»;



3. Mcnosb3y#t ABYXATAITHYI0 aBTOPU3AIUI0. DTO KOTZ[a IOMHMO HapOoJIsi HY?KHO BBOJUTD
KO/JI, IpUChLIaeMbIi 110 SMS;

4. Bpibepu CJIOKHBIN TapoJib. JIJI KaKOTO IOYTOBOTO SIIIHUKA JOJKEH OBITh CBOU
Ha/IEKHBIH, YCTOMYUBBIN K B3JIOMY IApOJIb;

5. Ecii ecTh BOBMOKHOCTHh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MO>KHOCTb;

6. Vcronb3yil HECKOJIBKO ITOYTOBBIX SIIUKOB. IIepBBIM /1 YacTHOU IEPENHCKH C
azpecaTaMi, KOTOPBIM ThI IOBEPSEIIb. DTO 3JIEKTPOHHBIN aJipec He HAJI0 UCII0JIb30BaTh
IIpU perucrpanuu Ha Gpopymax U cauTax;

7. He oTkpBIBali hatiyIbl ¥ IPYTHE BIOKEHUS B TUChMAaX JIAYKe €CJTM OHU ITPUIILTH OT TBOUX
npy3ei. JIydiile yTOUHU y HUX, OTIIPABJISJIN JIU OHU Tebe 5TH DamIbl;

8. ITocsie okoHUaHUSA PAOOTHI HA IOUTOBOM CEPBUCE ITepe7] 3aKPBITHEM BKJIAJIKU C CAUTOM
He 3a0y/1b Ha)KaTh HA « BBIATH».

Ku6epOy utiHT Wiin BUPTYaJIbHOE U3/I€BATETCTBO

KubepOy/sutiHT — mpecijieZJoBAaHUE COOOIIEHUSMH, COJEPIKAIUMU OCKOpOIeHus,
arpeccuio, 3alyTUBaHHE; XYJIUTAHCTBO; COI[UAIIbHOE OONKOTUPOBAHUE C IOMOIIBIO
Pa3JIMYHBIX UHTEPHET-CePBUCOB.

OcHOBHBIE COBETHI 10 OOPBOE ¢ KNOEPOYJUTHHTOM:

1. He 6pocatics B 601i. JIyuIuii crroco0: OCOBETOBAThCS KaK cebsi BECTH U, €CJTH HET TOTO,
K KOMYy MOXKHO OOpaTUTBhCSA, TO BHAYAJE YCHOKOUTHCA. ECM ThI HAYHEIIb OTBEYATh
O0CKOPOJIEHUSAMHU Ha OCKOPOJIEHU A, TO TOJIBKO ellle O0JIbIIle Pa30sKiKellb KOHQIIUKT;

2. YrpasJisai cBoel KubeppelyTauen;

3. AHOHUMHOCTh B CE€TH MHHUMAas. CYIJ_IGCTBYIOT CIIOCOOBI BBIACHUTBH, KTO CTOUT 3a
AHOHHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyJIMTAaHCKUU 00pa3 BUPTYaJIbHOM KU3HU. IHTEpHET (PUKCHUPYET Bce
TBOU JIEUCTBUS U COXPAHAET UX. YIAIUTD UX OyZleT KpaliHe 3aTpy/IHUTEJIHHO;

5. Cobsro/1ali CBOM BUPTYaIbHYIO UECTh CMOJIOAY;

6. IrHopupyii equHUYHBIN HeraTuB. OZJHOPa30Bble OCKOPOUTEIbHbBIE COODIIEHUS JIyUIlle
urHopupoBaTbh. OOBIYHO arpeccus MpeKpalaeTcsa Ha Ha4YaJIbHOM! CTa U,

7. ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUAMU, B COITUATBHBIX
CeTAX eCTh BO3MOXKHOCTh OJIOKMPOBKU OTIIPABKU COOOIIEHUH C OIIpe/leJIEHHBIX a/IPECOB;

8. Ecim TBI cBuzerenb KubepOysuimHra. TBOM JleCTBUA: BBICTYIIUTh IPOTUB
Ipecjie/ioBaTesisA, MOKa3aTh €My, 4YTO €ro JIeHCTBUSA OLIEHHWBAIOTC HETaTUBHO,
MO/IEPIKATH JKEPTBY, KOTOPOH HY’KHA IICUXOJOTUYECKAS IIOMOIIb, COOOITUTH B3POCIBIM
0 ¢aKTe arpeCcCUBHOTO MOBE/IEHUS B CETH.

MobubHBIH TeedoH

CoBpemenHble cMapT¢GOHBI U IUIAHIIETHl COZEepKAT B cebe BIIOJIHE B3POCJIBII
(yHKIIMOHAJI, U TeTIEpbh OHU MOTYT KOHKYPUPOBATh CO CTALIMOHAPHBIMU KOMIIBIOTEPAMH.



OnmHako, CpeACTB 3aIUTHI JIJIA IMOIO0OHBIX YCTPONCTB MOKAa OUeHb Majio. TectupoBaHme 1
TIOUCK YSI3BUMOCTEN B HUX ITPOMCXO/IUT HE TaK MHTEHCUBHO, Kak i [IK, To xe camoe
KacaeTcs U MOOWJIbHBIX IPUJIOKEHUH.

CoBpeMeHHbIE MOOMJIBHBIE Opay3ephl y:Ke MPAKTUUECKU JOTHAIN HACTOJIbHbIE aHAJIOTH,
OTHAKO pacirupeHne (pyHKIIMOHAIA BJeYeT 32 COO0H OOJIBIIYIO CJIOKHOCTDh M MEHBIITYIO
3aIUIIEHHOCTb.

Jlajieko He BCce IIPOU3BOJIUTEIN BHIIIYCKAIOT OOHOBJIEHN S, 3aKPHIBAIOIIE KDUTHUECKIE
YA3BUMOCTH JJIsl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI /151 6€30MacHOCTH MOOMIIBHOTO TesiedpoHa:

1. Huuero He sBjIsieTCA MO-HACTOAIIEMY OecIIaTHBIM. By 0CTOpOXK€eH, BeZlb Koria Tebe
MpeajiaraloT OecIUIaTHBI KOHTEHT, B HEM MOTYT OBIThb CKPBITHI KaKHe-TO ILIaTHBIE
YCIyTH;

2. Jlymaui, mpexze yem oTrnpaButb SMS, doTo mim Buzeo. Thl TOUHO 3HaENIb, I7le OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo1Mo 0OHOBJIATH ONIEPAIIIOHHYIO CUCTEMY TBOETO CMapT(QOHa;
4. Vlcrionb3yit aHTUBUPYCHBIE TPOTPAMMBI JJ1sI MOOMJIBHBIX TeIe(OHOB;

5. He 3arpy»xaif mpuo:KeHusl OT HEU3BECTHOTO UCTOYHUKA, BEJ[b OHU MOTYT COZEPKATh
BPEZIOHOCHOE IIPOTrPaMMHOE 00€ecIIeueHHE;

6. ITocsie TOrO Kak ThI BBIMJIENIH C caliTa, I/ie BBOAWI JUYHYIO MH(OpMaIUIO, 3ali/IN B
HaCTpOUKHM Opaysepa M yjaiu cookies;

7. Hepnonnqecm/l HpOBepﬂﬁ KaKHe IIaTHbI€ YCIIYTH aKTHBUPOBAHBI HAa TBOEM HOMEDPE;

8. JlaBaii cBoii HOMEp MOOWJIBHOrO TesedoHa TOJBKO JIIOJISIM, KOTOPBIX Thl 3HAEIIb U
KOMY JI0Beps€lllb;

9. Bluetooth gomxeH OBITH BBIKJIIOYEH, KOTJa Thl UM He IOJb3yelrbcsa. He 3abbiBaii
WHOT/Ia TPOBEPSATH ITO.

Online urpsr

CoBpeMeHHble OHJIAUH-UTPBI - 3TO KpacouHble, 3aXBaThIBAIOIINE pPa3BJIeUeHUs,
00beINHAIONINE COTHU THICAY YeJIOBEK 10 BceMy MUPY. ITPOKU HCCIeAYIOT JaHHBIN UM
MHp, OOIIAIOTCA APYT C JIPYTOM, BBITIOJIHAIOT 3aJ]aHUs, CPA’KAIOTCA C MOHCTPaAaMH H
MOJIyYalOT OMbBIT. 3a YJOBOJILCTBUE OHU IUIATAT: IOKYHAKOT [AUCK, OIIAYUBAIOT
a0OHEMEHT WJIU IMTPUOOPETA0T KAKUe-TO OMIHH.

Bce oTtu cpezcrtBa uAyT Ha NOAJEepKaHME M pa3BUTHE UTPHI, a TaKKe Ha caMmy
0e30IMacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMBI aBTOPHU3AIUH, BBIITYCKAIOTCS HOBBIE TTATUYH
(1mudpoBbIe 3aIUIaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX Urpax CTOUT OIlaCaTbCA HE€ CTOJIbBKO CBOHX COIIEPHUKOB, CKOJIBKO KpaKHU
TBOET0 I1ap0JId, Ha KOTOPOM OCHOBaHAa CUCTEMA aBTOpHU3allA OOJIBIIINHCTBA urp.

OCHOBHBIE COBETHI IO OE30IIaCHOCTH TBOETO HUT'POBOT'O aKKayHTa:



1. Ecstu pyroii urpok BezieT cebs II0X0 WK cOo3/1aeT Tebe HeIPUATHOCTH, 3a0JI0KUpyH
€T0 B CITHCKE UTPOKOB;

2. Iloxasyiica afMUHHUCTPATOpaM WIPHI Ha IUIOXO€ IIOBEJAEHHE HTOTO WIPOKA,
JKeJIaTeJIbHO MMPUJIOKUTh KaKHe-TO I0Ka3aTeJIbCTBa B BU/IE CKDUHOB;

3. He ykaspiBaii inuHy0 nHGpOpMaIuio B mpodaiiyie Urpshl,
4. YBakall Ipyrux Y4aCTHHUKOB 110 UTPE;

5. He ycranaBiinBai HeoduIiuaIbHbIE TATYU U MOJIbI;

6. Mcnosib3yli cj10:KHbBIE U Pa3HbIE IAPOJIH;

7. Jlaxke BO BpeMs WUIpBI He CTOUT OTKJIIOYATh aHTUBUPYC. Iloka Tl urpaelb, TBOU
KOMIIBIOTEP MOTYT 3aPa3UTh.

OUINUHT WX Kpaxa JIMYHbIX TaHHBIX

OOBIYHOHN Kpakel JeHer W JOKYMEHTOB CETOJHS YK€ HHUKOTO HE YAWBHIINb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTUHN 3JI0YMBIIUIEHHUKU IlepeMecTIINCh B WHTEPHET, U
MIPO/IOJI?KAIOT 3aHUMATHCA «JIIOOUMBIM» JIEJIOM.

Tak mosiBUIaCh HOBasl yrpo3a: HHTEPHET-MOIIIEHHUYECTBa WX (QUIIIMHT, TJIABHAS IIeJTh
KOTOPOTO COCTOMT B TOJyYeHUU KOHGUIEHIIMAJIbHbIX JaHHBIX I0JIb30BaTeed —
JIOTUHOB U napoJiei. Ha anriniickom si3bike phishing ynraercsa kak ¢umwuHr (ot fishing
— pbIOHas JI0BJIsA, password — 1apoJib).

OcHOBHBIE COBETHI 10 OOPBOE ¢ PUIITITHTOM:

1. Cnenm 3a cBOMM akKKayHTOM. Eciu ThI MOAO3pEBaellb, YTO TBOSI aHKeETa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUPOBATh €€ U COOOIIUTh aIMUHUCTPATOpPaM pecypca
00 3TOM KaK MOKHO CKOpPEE;

2. Mcniop3yit 6e30macHble BEO-CAUTBI, B TOM YHCJIE, UHTEPHET-MAara3uHOB U IIOUCKOBBIX
CHUCTEM;

3. Wcnonp3yii ciiokHBIE U pa3Hble naposu. Takum ob6pas3om, ecyu TeOsA B3J0MAIOT, TO
3JI0YMBIIIJIEHHUKY IOJIy4YaT JIOCTYII TOJIBKO K OHOMY TBOeMY IPOQUIIIO B CETH, 2 HE KO
BCEM;

4. Eciin Te6s1 B31OManu, TO He0OXOAUMO ITPETyIIPEINTh BCEX CBOUX 3HAKOMbBIX, KOTOPbIE
7100aByIeHbI y T€OS B APY3bX, O TOM, UTO TeOsI B3JIOMAJIN M, BO3BMOKHO, OT TBOET'O HMEHH
OyzeT pacchLIaThbCs CIIaM U CChLIKH Ha (DUIITMHTOBBIE CAUTHI;

5. YcraHoBH HajieskHbIN 11apostb (PIN) Ha MOOMIBHBIHN TeledOH;
6. OTKJIIOYY cOXpaHEeHUe mapoJis B Opaysepe;

7. He oTKpbIBali paiisibl ¥ IpyTHe BJIOKEHUS B IUChMAaXx JlaskKe €CJIU OHU IIPUIILIA OT TBOUX
npy3ei. JIydiile yTOUHH y HUX, OTIIPABJISJIN JIK OHU TeOe 9TH (paiibl.

[{udposas pemyranus

[{udpoBas pernyranus - 3TO HETATUBHAsI WIN MO3UTHUBHAs WHGOpPMAIUs B ceTU O Tebe.
Kommpomerupyromiasa uH@opmanus pasMellleHHass B WHTEpPHETe MOXKET CepPhe3HBIM



00pa3oM OTpPa3UTHCS Ha TBOEH peasibHOU ku3HU. «I[mdpoBas pemyranusa» - 3TO TBOU
UMUK, KOTOPBIU (popmupyetcs u3 nHdopManuu o Tebe B HHTEPHETE.

TBOe MecTO KUTeIbCTBA, yueObl, TBOe (GUHAHCOBOE M10JI0KeHNEe, 0COOEHHOCTU XapaKTepa
1 pacckasbl 0 OJIM3KUX - BCe 3TO HaKaIllJINBaeTcsA B CETH.

MHor1e HOAPOCTKH JIETKOMBICJIEHHO OTHOCATCSA K ITyOJIUKAIINY JIMYHOU WHPOPMAIUH B
HuTepHETE, HE MTOHUMASA BO3MOKHBIX IMOC/IEACTBUI. ThI /1laske HE CMOKEIb JOTaAaThCs
0 ToM, 9TO poTorpadusi, padMeIleHHAas 5 JIET Ha3a/l, CTajla IPUYUHOU OTKa3a IPUHSATH
Tebs1 Ha paboTy.

KommMmeHnTapuu, pasmelneHue TBoux ¢ortorpaduili u Apyrue JIeHCTBUSA MOTYT He
HCYE3HYTh JIaXKe TOCJIe TOTO, KaK Thl UX YAAJIUIIb. Thl HE 3HAEIlb, KTO COXPAHUI 3TY
nHGOPMAIIHIO, IT0I1aJIa JIU OHA B IIOUCKOBBIE CUCTEMBI U COXPAHUJIACH JIM OHA, a TJIABHOE:
YTO MOAYMAIOT O Tebe OKPYKAIIlee JIOAU, KOTOPble HAWAYT U yBUAAT 3To. Haiitu
“HOOpPMALII0 MHOTO JIET CIIyCTSA CMOKET JII000H - KaK U3 J00PBIX MOOYK/IEHUH, TaK U C
HaMepeHUEeM IPUYUHUTH BpPeJ. ITO MOKET OBITh KTO YTOZHO.

OCHOBHBI€ COBETHI 110 3aLIUTE HU(PPOBON penmyTaluu:

1. ITogymaii, mpesk/ie 4eM 4YTO-TO IIyOJIMKOBAaTh W IlepejilaBaTh y ceOs B OJiore wid B
COITMAJIBHOHU CETH;

2. B HacTpoiikax mpoduis yCTAaHOBU OTPaHUYEHHS Ha IIPOCMOTP TBOETO MPOMUJIA U €r0
COJIEP?KUMOTO, C/leJIall €T0 TOJIBKO «JIJISA IPy3€ei»;

3. He pasmemaii u He yka3biBail ”HGOPMAIINIO, KOTOPAs MOKET KOr0-JIM00 OCKOPOJIATH
I OOMIKATh.

ABTOpCKOE TPaBO

CoBpeMeHHbIE IITKOJIBHUKU- AaKTHUBHbBIE I0JIb30BATEIN IM(GPOBOTO IPOCTPAHCTBA.
O/THaKO JTAJIEKO HE BCe 3HAIOT, UTO MOJIb30BAHNE MHOTUMU BO3MOKHOCTSIMH IU(PPOBOTO
Mupa TpebyeT cobIIoAeHNA TTPAaB Ha UHTEJIEKTYIbHYI0 COOCTBEHHOCTb.

TepMUH «WHTEJUIEKTyaJIbHasi COOCTBEHHOCTb» OTHOCUTCS K PA3JIMYHBIM TBOPEHUSIM
YeJIOBEUECKOI'0 yMa, HauWHAsg C HOBBIX M300peTeHMU U 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha MPOJYKTHl U YCJIYTU , U 3aKaHUYMBasg KHUTaMmu, Qororpadusamu,
KUHOGWIbMaMU U My3bIKaJIbHBIMU IIPOU3BE/IeHUAMMU.

ABTOpCKUE IpaBa - 3TO IIpaBa Ha MHTEJUIEKTYAJIbHYI0O COOCTBEHHOCTh Ha IIPOU3BeeHUA
HAyKH, JIUTEPATypbl U UCKyCCTBA. ABTOPCKHE IpaBa BBICTYNAIOT B KauecTBe TapaHTUH
TOTO, UTO UHTEJJIEKTYaIbHBIN/ TBOPUECKUH TPY, aBTOPA He Oy/IeT HAlIPACHBIM, AACT eMy
CIIpaBe/JIUBbIE BO3MOKHOCTU 3apaboTaTh Ha pe3ysIbTaTaX CBOErO TPYZAa, MOJIYIUTHb
HU3BECTHOCTH U Npu3HaHue. HUKTO 6e3 pa3pereHus aBTopa He MOKET BOCIIPOU3BOIUTD
ero IpousBefieHNe, PpacIpOCTPaHATh, IyOJIUYHO JIeMOHCTPUPOBATh, IIPOJIaBaTh,
HMIIOPTUPOBATh, MyCKaTh B IMPOKAT, IIyOJIMYHO UCIIOJIHATH, TOKA3bIBATh/UCIIOIHATH B
a¢upe nim pazmemaTts B IHTEpHETE.

Vcnosb3oBaHUe «IMHUPATCKOTO» MPOrpaMMHOro obeclieueHUs MOXKeT HPUBECTH K
MHOTUM PUCKaM: OT IOTEPU JAHHBIX K TBOUM aKKayHTaM /[0 OJIOKUPOBKU TBOETO
YCTPOMCTBa, I7le YCTAaHOBJIEHHBIN He JjierajibHasA nporpamma. He cTouT Takke 3a0bIBaTh,
YTO CYIIIECTBYET JleTaJbHble U OecIIaTHbIe IPOrPaMMbI, KOTOPble MOXKHO HAWTH B CETH.

O noprane



CereBUUYOK.pd - TBOW IJIABHBIA COBETYMK B CETU. 37IeCh THI MOXKEIb Y3HATh O
0e30IIaCHOCTH B CETH IOHATHBIM M JOCTYITHBIM SI3bIKOM, a IIPU BO3HHUKHOBEHHU
KPUTHYECKOU CUTYaIlu OOPAaTUTHCSA 3a COBETOM. A TaKKe IPUHATH y4acTHe B KOHKypcax
U CTaTh CaMbIM ITUDPOBHIM I'PAKAAHUHOM !



